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Security Awareness for Developer

Infrastructure guys are not the only person
who's responsible in security
Security beyond the firewall:

Bad application design

Bad exception handling

Wrong deployment configuration
Wrong application logic

SQL Server User Group Indonesia - http://sqlbandit.com



19 Programming Sins

95% of software bugs are caused by same 19
programming flaws... (AmitYoran)

Integer overflows

Buffer overruns

SQL Injection

Command injection

Cross site scripting

Format string problem

Etc...
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Basic SQL Injection

Replace string concatenation with another

SQL script

SELECT COUNT (userid) FROM tblUser WHERE
username = ‘choirul’ AND password = ‘password’

Replace ‘choirul’ with another string that
always return true and add -- to comment

any remaining SQL statements, example:
YOR 2=2 --
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One step ahead:

Querying Metadata and modify data

Attacker querying database metada from sysobjects
select id, name,o from sysobjects WHERE xtype = 'U'—

Combine with the existing statement with UNION keyword
m;' UNION select id, name,o from sysobjects WHERE xtype = 'U'--

Modify data

m;' UPDATE Customers SET companyname="'quest' where city = 'elgin'--
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Dangerous: Executing xp_cmdshell

Access to command prompt from SQL
command

Delete some files:
m;' exec master..xp_cmdshell 'del d:\pleasedelete.txt'--

Stop SQL Server ©

m;" exec master..xp_cmdshell 'net stop MSSQL$SQL2K5'—

Or..
Delete your database file!
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DEMO

SQL Injection Attack
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SQL Injection: Countermeasures

Never use user input as a string concatenation
element

Avoid string concatenation in SQL statement
Use Parameter collection of ADO.NET Command
object for parameter parsing

Use stored procedure as possible

Validate user input, never trust them

Client side validation is not enough (java script can
be removed)

Utilize built in database constraint

Change sa password

Remove built in administrator
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Demo

SQL Injection Countermeasures
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Demo

Bypassing Client Side Validation
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Locking Down SQL Server

A developer perspectives:
Disable xp_cmdshell (default ON in SQL2000)

Disable OPENROWSET and OPENDATASOURCE (default
ON in SQL2000)

Don’t enable SQL CLR if not needed

Minimize protocol used

In SQL 2005: Use surface Area configuration
Disable remote access if not needed

All setting can be modified using sp_configure

SQL authentication: create user mapping, don’t use the
real SQL user

Use Application Role if possible
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Surface Area Configuration

SQL Server 2005

k&), Surface Area Configuration for Features - localhost |

SQL Server 2005 Surface Area Configuration
Help Protect Your SQL Server

Enable only the features required by pour applications. Disabling unuzed features helps pratect your server by reducing the
surface area. For default settings, see Help.

Select 5 component, and then configurs its features:

= 4 SOL2KS The xp_crdshell extended stored procedure runs operating system commands fram withit
= [ Databass Engine the Database Engine. Enable xp_cmdshell only if your applications or scripts must use
= Ad Hor: Bemote Queries #p_cmdshell ta run operating system commands.

CLR Integration +H Surface Area Configuration for Services and Connections - lo |
gAtEh Wil SQL Server 2005 Surface Area Configuration
afa ase Ml . Help Protect Your SQL Server
M ative ¥ML Web Servic ™ Enable #p_cmdshel
OLE Automation - - Enable only the services and connection types uzed by your applications. Digabling unused services and connections helps
Semvice Broker protect your server by reducing the surface area. For default settings. see Help.
SOL Mail
wieh Assistant Select a component and then configure its services and connections:

= g SOL2KS By default, SOL Server 2005 Express, Evaluation, and Developer editions allows local
= [ J Database Engine client cor_mections onl_y. Enterprize, Standard. and Workgroup editionz alzo listen far
- Service remote client connections over TCPAIP. Use the options belaw ta change the protocals
- on which SAL Server listens for incoming clisnt connections. TCP/P iz prefered over
b gl Fiemote Connections named pipes because it requires fewer parts to be opened across the firewall.
] ’J Analyziz Services

e _J Reparting Services
| | | # [IF SOL Server Agent & Local connections onlp

) ; 4 A4, Full-Test Search
Vigw by Instance | Yiew by Companent 5 g !SQLEXF'HESS " Local and femote connections
+ ZE Integration Services -
ﬂ # [, SOL Server Browser

-
~

View by [nstance
’Tl Cancel Apply Help
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Use sp_configure to lock down SQL Server

crosoft S0L Server Management Studio

File Edit Wiew Query Project Tools Mindow  Community  Help
Sevowry |0 | BB EID| S H S BEARE S,
23 0 | master - | ¥ Execute v W 35 MR | | A |27 =
i “matrix',sql2k5...S0LQuery 1.sql* ["Summary | - X il;’_:
Connect + | Hd Eil 1 I
. =
= [ matrixisqleks (SQL Server ¢ 2. -—-Enable advanced option g
- j ;’2::?;85 3. exec sp configure 'show advanced option®, 1 Iz
&3 s =
[# [ Server Objects 4 e COI’lflgU Ee l@
[ [ Replication 5 =
[# [ Management o ; = ; :
[ [ Motification Services 6 locking down sl server: dizsable unneeded setting
B [ 5QL Server Agent 7. exec sp_configure 'xp cmdshell®, O
8. exec sp configure 'Ad Hoc Distributed Queries’, 0 =
3. reconfigure
10 |
1 | 3|
— Results | FE | Messagesl
narme: I mmirimLmT I TMAKIMLT I config_valuel Tur_value ;I
52 | server tigger recursion 0 1 1 1
53 | set working set size 0 1 0 0
54 | show advanced options 0 1 1 1
55 | MO and DMO =Ps a 1 1 1
56 | SOL Mail Pz i 1 i o
57 | transform noize words a 1 a 1]
58 | two digit pear cutoff 1753 93435 2043 2049
53 | user connections 1] 32767 1] 1]
B0 | wuser aptions 0 32767 0 0
E1 | Web Azsistant Procedures a 1 a 1]
E2 | wp_cmdshel 0 1 0 0
P I I _,I |,./) Query executed successfully. matrihaql2k5 (A0 RTHM]  |MATRE<Ymea (59) |master |DEI:EID:DD |82 TowE
Ready Ln 10 Col 1 Chi NS
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ecurity Tool

Absinthe (SQL Injection Scanner)

Sleuth (Web Analyzer)

B il

3

55L123 from thawte - 599 Visual RPG to .NET
Secure your si ith = 128-bit certificate Only proven compiler of AS,

within minutes: $95 to .MET platform p—

1] | »

@ Browser |% SourceJ & Inlerceth -Ir-g" SpiderJ '\5_} Notes‘

QOO ==

Farms ] Frames ] Scripts ] Commert:s ] Meta ] Cookie l Images l QueryStrings ]

|http:,chhuirulamri.ur.id,u‘

http: //choirulamri. or.id, =
http://choirulamri. or.id/publicationy
http: //choirulamri.or.id/about-me/
http: /fchoirulamri.or.id/search.php
http:/fchoirulamri. or.id wall. php
http: //choirulamri.or.id/archives /135
http: /fchoirulamri.or.id/archives/category/interesting-place/
http: //baliguide. biz/
http://choirulamri.or.id/archives /135
http: /fchoirulamri.or.id/archives/135#comments
http:/fchoirulamri.or.id/archives,/134
http: /fchoirulamri.or.id/archives/category /speaking-schedule/
http: //choirulamri.or.id/archives/category/sgl-server/
http://sglbandit.com/
http: //chaoirulamri.or.id/archives /51
http: //geeks.netindonesia.net/blogs/kikis -

File Tools Help
Host Information IDB Schema ] Cownload Records ]
Explait Type:
Select the kype of injection:  Elind Injection ¢ Error Based

Select The Target Database: |M5 0L Server

Caonnection:

=10 x|

Target URL: hktp:ff |myweb.c0m
Cannection Methad: ~ - ¢ post [ Use S5L

I Comment End of Query [ &ppend text to end of query

Authentication

I Use Authentication |
{ i i

Form Parameters:

Mame: |

Initialize Injection

Default Walue: |

TS LTI e I L'D JLnenig LA U AU RO S
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SQL Server Encryption

SQL 2000:

Use tools made by Michael Pole

Download and follow tutorials in
SQLServerCentral.com

SQL 2005

Support built in encryption
Symmetric and asymmetric key
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Further References

Morris Lewis, “SQL Server Security Distilled” (Apress)

Michael Howard, David LeBlanc, JohnViega, “19 Deadly Sins
of Software Security” (McGraw-Hill Osborne Media)

Michael Howard and David LeBlanc, "Writing Secure Code”
(Microsoft Press)
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