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Agar dapat melakukan login sebagai user di server tftp CUCM, kita harus mempunyai
Application User di server tftp CUCM tersebut. Application User di CUCM mengizinkan ad-
ministrator untuk menambahkan, mencari, menampilkan dan mengatur CUCM application
Manager. Tidak hanya itu, kita juga bisa membuat application user yang berfungsi hanya
sebagai monitoring saja (read only user), sehingga apapun yang dilakukan oleh user tersebut
tidak akan mempengaruhi konfigurasi CUCM.

Saat ini penulis akan mencoba menambahkan application user di CUCM. Berikut ini adalah
langkah-langkanya :
1. Login ke Server Tftp CUCM kita dengan mengetikkan alamat IP address CUCM pada
browser kita kemudian memasukkan username dan password, seperti tampilan dibawah
ini:
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CIS€0  kor Cisco Unified Communications Solutions

Username
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Cisco Unified CM Administration

Copyright © 1988 - 2008 Cisco Systems, Inc.
All rights reserved.

This preduct contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this preduct you agree to comply with applicable laws and regulations. If you are
unable te comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit aur Unified Ct i System D web site.

For Cisco Technical Support please visit our Technical Support web site.

2. Setelah berhasil login ke CUCM, selanjutnya pilih menu User Management lalu pilih
Application User :

Cisco Unified CM Administration Navigation

For Cisco Unified Communications Sclutions

ul
cisco

pengembangan A Logout

System =  CalRouting ¥ Media Resources v Voice Mal » Device v Appication + | User Management ~ | Buk Administraton +  Help

Credential Policy Default

Credential Policy

Application User
- - - = - End User
Cisco Unified CM Administration e
System version: 7.1.5.20000-6 User Group
UseriPhone Add

Application User CAPF Profils

End User CAPF Profile
Last Successful Legon: Jan 20, 2014 9:53:45 AM
SIP Realm

Copyright & 1999 - 2009 Cisco Systems, Inc.
All rights reserved.

This preduct contains cryptographic features and is subject to United States and local country laws gowerning import, expert, transfer and use. Delivery of Cisco cryptographic preducts does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are
unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

3. Selanjutnya, setelah muncul tampilan User Management seperti dibawah ini :

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System v CallRouting * Media Resources v  Voice Mal ~ Device ~  Appl - User +  Buk Administration ¥ Help ¥

Application User

Find Application User where User ID begins with =

Clear Filter

Mo active query. Please enter your search criteria using the options above.

Pilih Add New dibawah menu Find and List Application Users untuk membuat appli-
cation user yang baru :
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almlin  Cisco Unified CM Administration

WEWEENETY Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

pengembangan  About  Logout

System v  CallRouting ~ Media Resources ~  Voice Mai = Device v  Application ~  User Management v  Bulk Administration = Help +

Find and List Application Users

Application User

Find Application User where User ID begins with Clear Filter E
No active query. Please enter your search criteria using the options above.

4. Setelah muncul tampilan seperti dibawah ini, isikan informasi yang dibutuhkan, dan
jangan lupa untuk melakukan save :

ahal,  Cisco Unified CM Administration

€IS€O0  £4r Cisco Unified Communications Solutions

System =  CallRouting + Media Resources = Voice Mail = Device = Application +  User Management = Bulk Administration = Help =

Application User Configuration
e
rStatus

@ Status: Ready

— Application User Information

User ID* |

Password

Confirm Password

Digest Credentials

Confirm Digest Credentials

Presence Group™® Standard Presence group -
DAccept Presence Subscription

DAccept Out-of-dialog REFER

] Accept Unsaolicited Motification

= Accept Replaces Header
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r Device Information

Available Devices |SEP00179A808556

L
> Find Ph
SEPO01DE0131925 |_|’ ind more Phones |
SEPD02159710CA25 [ Find more Route Points |
SEP00237DBDB452 : : :
SEPO026CT7SA1755 il ’ Find more Pilot Points ]
vaA

Controlled Devices

r CAPF Information

Associated CAPF Profiles

1

View Details

r Permissions Information

Groups -
[ Add to User Group ]
[ Remove from User Group ]
T | Wiew Details
Roles -
T | View Details
- | Sawve

5. Kita tidak harus mengisikan semua field pada kolom yang tersedia untuk membuat ap-
plication user, Isikan seperti contoh dibawah ini :

aliml,  Cisco Unified CM Administration
CISC€O k4 Cisco Unified Communications Solutions

System +  CallRouting +  Media Resources +  \ice Mail + Device +  Application +  User

~  Bulk Admini ion * Help =

B Save x Delete Copy |:I'} Add New
r>tatus

@ Status: Ready

— Application User Information

Ijarmgan Edit Credential

User ID¥

Password

Confirm Password

Digest Credentials
Confirm Digest Credentials

Presence Group™® Standard Presence group -

DAccept Presence Subscription
DAccept Out-of-dialog REFER
DAccept Unsolicited Motification

DAccept Replaces Header

- Isikan pada kolom User ID* : nama akun Application User yang diinginkan

- Lalu isikan Password : password yang diisikan harus mengandung unsur
alfanumerik (a-zA-Z0-9), dash (-), garis bawah (_), atau ruang ().
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Saran penulis adalah menggunakan password yang mudah diingat. Karena jika kita
suatu saat terlupa dengan password yang telah kita buat. Maka tidak perlu repot-repot
untuk menghubungi administrator dari CUCM untuk mereset password Kita.

6. Jika sudah mengisikan User ID dan Password, selanjutnya scroll halaman Application
User Configuration kebawah untuk mengelompokkan User yang telah kita buat tadi
kedalam User Group di kolom Permissions Information.

r Permissions Information
Groups
I Add to User Group I
Remove from User Group l

View Details

Roles -
T | View Details

:

Perlu diketahui bahwa CUCM menggunakan Role dan User Group untuk menyediakan
berbagai level priviledge (hak akses). CUCM juga dapat membatasi fungsi seorang user
bisa melakukan apa saja ketika User tersebut login ke CUCM.

Pilih Add to User Group, akan muncul tampilan seperti ini :

Find and List User Groups

User Group

Find User Group where NMame begins with

I Find I[ Clear Filter ]E

No active query. Please enter your search criteria using the options above.

Jika tampilan Find and List User Group telah tertampil, tekan klik tombol find untuk
mencari dan mengelompokkan priviledge Aplication User kita.
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Tampilan setelah tombol find ditekan :
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Find and List User Groups

Status

@ Select Al @ Clear Al

Add Selected [g Close

@ 25 records found

User Group (1 - 25 of 25)

Rows per Page S0

-

Find User Group where Name begins with  «

Standard Audit Users I

Standard CAR Admin Users

Standard CCM Admin Users I

s A ) s

Standard CCM End Users

Standard CCM Gateway Administration

Standard CCM Phone Administration

Standard CCM Read Only

Standard CCM Server Maintenance

Standard CCM Server Monitoring

Standard CCM Super Users

Standard CTI Allow Call Monitoring

Standard CTI Allow Call Park Monitoring

Standard CTI Allow Call Recording

Standard CTI Allow Calling Mumber Modification
Standard CTI Allow Control of All Devices
Standard CTI Allow Control of Phones supporting Connected Xfer and conf
Standard CTI Allow Control of Phones supporting Rollover Mode
Standard CTI Allow Reception of SRTP Key Material
Standard CTI Enabled

Standard CTI Secure Connection

Standard EM Authentication Proxy Rights

Standard Packet Sniffer Users

Standard RealtimeAndTraceCollection

Standard TabSync User

Standart AXL User

Raoles

POLOLLPOLLLLELLOLOOLLELELOOLLOOE®

| Find || clear Filter IE

g
2

[ o ) i o il S - ) e i = = ) =l el

| selectAll || cClear Al |[_Add Selected || Close |

L3

m

m

Pilih (Contreng) Standart Audit User dan Standard CCM Admin Users, setelah itu
tekan tombol Add Selected.
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Setelah berhasil mengelompokkan application user kita sebagai Standart Audit User
dan Standard CCM Admin Users, maka tampilan pada kolom Permission Infor-
mation akan berubah seperti tampilan dibawabh ini :

aliilin Cisco Unified CM Administration (RO Cisco Unified CM Administration + | Go
cisco

For Cisco Unified Communications Solutions pengembangan  About  Logout

System v CallRouting ~ MediaResources * Voice Mail ¥ Device ~  Application User Management v  Buk Administration +  Help +

Application User Configuration L RRDUES Back To Find/List -
B Save x Delete Copy dl]a Add Hew

=
rDevice Information
Available Devices [SEP00179A808556 I ewd =
SEP001DE0131925 (7| (Eine more Phones
SEP00219710CA2S Find more Route Points
SEP00237DBDB452 - -
seronoscysairss 2
vaA
Controlled Devices A
r CAPF Information
Associated CAPF Profiles A
= | View Details
(Sl Standard Audit Users - H
Standard CCM Super Users
~ | view Details
Roles | standard AXL AP Access -
Standard Admin Rep Toal Admin B
Standard Audit Log Administration
Standard CCM Admin Users
Standard CCMADMIN Administration 7| View Details
- (5] .
=

r Permissions Information

Groups dard Aud s
Standard CCM Super Users [ Add to User Group l

[ Remove from User Group ]

Wiew Details

Roles | standard AXL API Access -
Standard Admin Rep Tool Admin
Standard Audit Log Administration
Standard CCM &Admin Users
Standard CCMADMIN Administration - [ view Details

m, |

Setelah mengelompokkan user kedalam group seperti pada contoh diatas, lakukan save.
Kemudian Logout dari CUCM
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7. Setelah selesai melakukan save, langkah terakhir adalah mencoba menggunakan Appli-
cation User yang telah kita buat untuk login ke CUCM.

uliily - Cisco Unified CM Administration =

€IS€® g4 Cisco Unified Communications Solutions

Username

Password

Cisco Unified CM Administration

Login Reset

Copyright @ 1999 - 2009 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party autherity to import,
export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are
unable to comply with U.5. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.,

For information about Cisce Unified Communications Manager please visit our Unified Comr i Systemn Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

WEWLERELY Cisco Unified CM Administration « m

Username
testinguser

Password

Login Reset

Demikianlah tutorial singkat membuat Application User pada Cisco Unified Call Manager,
semoga dapat bermanfaat bagi penulis sendiri dan teman-teman semua ©

Referensi
http://www.cisco.com/en/US/docs/voice ip_comm/cucm/admin/8 0 2/ccmsys/a02mla.html
http://www.cisco.com/en/US/docs/voice ip_comm/cucm/admin/7_1 2/ccmcfg/b08apusr.html
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