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Wireshark adalah salah satu software untuk monitoring jaringan komputer, dengan
wireshark kita dapat memonitor dan menganalisis protocol jaringan. Untuk
menggunakan software ini langkah pertama tentu saja kita harus menginstal software

wireshark terlebih dahulu.

Proses installasi

1. Klik file installasi wireshark.exe
'u Wireshark 1.8.3 (32-bit) Setup =1 '-!-H ]

Welcome to the Wireshark 1.8.3
(32-bit) Setup Wizard

ng the retallabon, make sure Wireshark  not

thendrabaendt Next > Cancel
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2. Kemudian akan muncul seperti ini,klik next.
B Wireshark 183 (32-bi) Setup Lo
Choose Component s
Crooze which features of Wreshark 18, 3 (32-bet) you want 9 rstall i
The folk s are for i
Sefect components to nstal: [54] v eshark |
[V) Tohark
I E' Plugers | Extermions
& [¥]) Tocks
[¥] User's Guade
Descorpton
Spoce requred: 54 28
| naun %
n Ohendrabaendt I < flock ” Next > I [ Cancel ]
3. Kemudian muncul lincense agreement dari wireshark, klik | agree untuk
melanjutkan
[ wireshask L3 (32-bi) Setup [= -
Licenzs Acpeemaent
Flease revew the beerse terms before mstabng Wireshark 1.8, 5 (32-4at), -
Fress Fage Down o sep the rest of e agresment.
This beat consists of thres parts: -
Fart I Some remarks reganding the koense given in —I
Fart 11 Thee actil boense that cosers Wirsshari
Pt TI1= Crthiey appboable Boansass.
" i doulil: Part T i the legally baudng part, Pact ] = st
here to make @ saser for people that ane nat famibar with the GALVE
1F you aco=pt e terms of the agreement, dick § Agree to contnue, You must accept the
agremnert to nstal Wireshark 18,3 {124,
hendrabaendt [ zBek || [agee [ canes |
4. Kemudian muncul tab select additional tab , kemudian klik next.
il Wirezhark 1.8.3 (32-bi%) Setup [= | -]
Select Acdilsanal Torks
"Which addiboral tasks should be dore? -
Crieate Shoriouts
| Desktop Loon
] fick Launch Loon

File Exctermions

| Asseciate ace e extensions b Winsak [Sew, a0, a, atc, b,
cap, o, ol S, poad, poapng, Pk, SR, 89, 12, 1, A0, I, Wi, W,

Hmcndrnh-endl: |<M][M>]|Brﬂ|
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5. Pilih lokasi dimana kita akan menginstall

B Wir=chark 1.8.3 (32-bit) S=tup =

Choose Instoll Locaticen ﬁ

Chooss the folder i whach: toonstall Wireshark 18,3 (32-])

Choose a directory in which bo install Wireshark.

Cpace requred; 64, 348
Space awalsble: 34, HGH
A .&htﬂﬂmhiﬂﬂ! < pack Hsel > Canel
6. Klik run wireshark kemudian klik finish
" Wireshark 1.4.3 (32-tut) Setup i;ﬁ;l‘

Compleling the Wireshark 1.8 3
(32-bit) Setup Wizard

Wreshark L8 3 (324xt) has been nstafied on your
computer

Chck Finsh to dose this wizarg
v Run Wreshark 1,8, 5 (52ot)

Show News

thendrabaendt ] Lnesh

% - 4

Ini adalah halaman awal wireshark ketika software dijalankan

[ L — T - - - o
LLE RN ] LN ol

e P 1 b, P birkarm b Bk Amarues
v BE S A diFS b s LB

Srbrs M

e

Analisis protokol menggunakan Wireshark
Pada kesempatan ini saya akan sedikit membahas tentang analisis protokol menggunakan

wireshark. Protokol yang akan saya analisis adalah protokol DNS.
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Protokol DNS

DNS (Domain Host Name) adalah penerjemahan alamat IP ke hostname agar lebih

mudah diingat.
Langkah analisis DNS,

1. Buka software Wireshark dan browser

2. Jalankan capture pada Wireshark

3. Lakukan akses melalui browser, contoh : akses: www.goal.com

4. Ini adalah picture hasil capture dengan wireshark, sebelumnya lakukan setting filter
DNS terlebih dahulu.

wmmmmmm wmqpuu.
PEAFGN EER@E Ne+eoTR [EEF QD FOB K B
Fter o - [+l Epresion. Cen di3r Swe Fte Fhe wwe M Fte

o Destrataon Prosocal Lengn Vo
35 4187930 19 $.1,1 50,7.29,74 &S 72 Standwd

.l . ) d

W Frame 350 72 bytes on wire (576 bits), 72 byres caprured (576 bits) on Interface 0

& Ethernet X1, Sre: Arurssav_BO:d2:af (74:2F:88:00:d2:af), Dst: Tp-LickT 92:F0:7¢ (90:F0:32:92:F0:7c)
I INTECNET ProTocol version 4, Srcr 192.168.1.12 (192,166.1.12), 05t1 50,7.23.74 (50.7.29.74)

& User Datagram Protocol, Sre Port: 1087 (6A087), Dat Port: domain (31)

o pomatn name systes (query)

4

e :-x«uev e mnms Torpany xu muq
RN UN EERDTE eeoT2 (EE AcQn AVBK B
foe lon [+ Bresion. Cem aiptr Swe B Fhe s Me o Fte

Wo  Tane Sauce Destiseie Promcal Lengh ¥ -
‘3% 3541 0392.3¢3.3,12 AT RIS 72 Standacd query Ox3182 A ww, 7 =1
36 35. 7026840 50.7.29.74 192.168.1.12 [ 473 standard qnw response (3162 CNANE www.GOal. COM. COMNSUTTC. (T CRAME 3985, G2, kawai. eT A 23.67. =
o ad
;(( net X1, Sr; TR-LirkT_52:F0:7¢c (90:96;52;:92:F0:71 Oat: a2 3 74:26:68:80: 425, .
W INCErNET Protocol wersion 4, src: 50 7.20.74 (50.7.29. ") m lﬂl 16‘ 1.12 (292.168.1.12) ¥
@ User Datagram frotocol, Src Port: domain (33), Ost Fort: 64087 (64087)

= DOMATN Nase Systes (r
{Requess In; 351
{rime: 0.233691000 seconds]
Transacticn 10; Ox3182
® Flags: OxE180 stardard Quiry raspose, NO error
Questions: 1
Accner RRS 4
zythor ity RRs: 8
Adgitional res: &
= Queries
B AGaers
G wew, GOA 1, com: type CNesE, class [N, cname waw, goal, cow, edgesuite., net \
W e, GORT. COm. OGRS ITE. INTL TyDd CAANE, Class IN, Crase a1985. 2. akasai.net
@ 31985, g2, ataeat, net: type A, class IN, addr 23,760,112
W A10S5. g2 akasai.net: Cypd A, Class IN, adde 23.67.80.50
Mthorftative naneservers
5 Additional records
W n2g2, akarai, ret: type A, class I8, addr 968,17¢,29.38
W A102. akaeal.nel: Typd AMA, Class IN, a0dr 260011407 14:170:51d:bCOd 8e0at ara?
@ nOgY, akamai, ret: Type A, class IN, addr 98,174,29.33
@ rigl.akasal.net: Type A, class IN, addr 193, 108.38.192
@ a2, akamad. ret: type &, class IN, addr 23,3.8,29
W on3gl.akasai.nel: Type A, class IN, addr 25.3.8.28
w 3092 akamat,ret: type Asas, class In, acdr 2600 uo 14:1#0:81C:bc0d: Beda: ald”

@hendrabaendt =

o0 - R
O Fravve Gramel 473 bytes | Packetx 360 Dnplayec: 140 Mascect § Droppe=0 | Profile: Defautt
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dari hasil penelusuran dengan menggunakan wireshark kita dapat mengetahui bahwa
hostname www.goal.com adalah alamat IP 23.67.60.112. dan goal.com tidak hanya
menggunakan sebuah alamat IP saja, karena goal.com memiliki banyak versi dari
berbagai negara. untuk goal.com internasional IPnya adalah 23.67.60.112 dengan server

a1985.g2.akamai.net
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