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mendapatkan ijin terlebih dahulu dari IlmuKomputer.Com.

Browsing internet merupakan salah satu kegiatan utama yang kita lakukan di era
globalisasi saat ini. Mulai dari melakukan browsing gambar, video,e-mail, dll. Ketika kita
melakukan akses apapun, sebenarnya ada packet data yang dikirim dan diterima oleh
sebuah perangkat komputer dengan internet sehingga apa yang kita browsing dapat kita
dapati. Selama kita melakukan koneksi internet disertai dengan browsing data apapun
protokol yang dikirim lewat paket data adalah protokol TCP/IP. Contoh lainnya adalah
SMTP yang merupakan protokol yang digunakan untuk melakukan komunikasi melalui
e-mail. Untuk mengetahui protokol yang lalu lalang di internet, banyak aplikasi yang
mampu melakukan analisis paket-paket itu, ada commview, netcat, nethogs, wireshark,

dil. Tapi kali ini saya akan membahas tentang wireshark.
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WireShark adalah sebuah Network Packet Analyzer. Network Packet Analyzer akan
mencoba menangkap” paket-paket jaringan dan berusaha untuk menampilkan semua
informasi di paket tersebut sedatail mungkin. Kita bisa mengumpamakan sebuah
Network Packet Analyzer sebagai alat untuk memeriksa apa yang sebenarnya
sedang terjadi di dalam kabel jaringan, seperti halnya voltmeter atau tespen
yang digunakan untuk memeriksa apa Yyang sebenarnya sedang terjadi di dalam
sebuah kabel listrik.

Wireshark banyak digunakan admin jaringan memecahkan troubleshooting  di
jaringannya, memeriksa keamanan jaringan, men-debug implementasi protokol jaringan
dalam software mereka, mempelajari protokol jaringan secara detail banyak juga
orang usil yang menggunakannya sebagai sniffer atau “pengendus” data-data
privasi di jaringan.

Langkah-langkah instalasinya pun cukup mudah, seperti aplikasi kebanyakan kita tinggal
klik ”Next” dan Finish”.
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Klik Next,

Welcome to the Wireshark 1.8.1
(32-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click "Next' to continue,

Klik I Agree,

License Agreement
Please review the license terms before installing Wireshark 1.8. 1 (32-bit).

Press Page Down to see the rest of the agreement.

This text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark,
Part I11: Other applicable licenses.

When in doubt: Part IIfIII is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLvZ.

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Wireshark 1.8. 1 (32-bit).

Mullsaft Install Systerm vz, 46
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Klik Next lagi,

Choose Components
Choose which features of Wireshark 1.8, 1 (32-bit) you want to install,

The following components are available for installation.

Select components to install: . Wireshark
[+] TShark

[#] Plugins f Extensions
[+] Tools
i User's Guide

Description

Space required: 84.0MB Pasition your mouse over a component ko see its
description.

Mullsaft Install Systerm vz, 46

And Next,

Select Additional Tasks
Which additional tasks should be done?

[ Desktop Icon
Quick Launch Icon

File Extensions

Associate trace file extensions to Wireshark (Sww, acp, apc, atc, bfr,
cap, enc, erf, fdc, pcap, pcapng, pkt, snoop, syc, tpe, trl, trace, trc, wpc, wpz,

Mullsaft Install Systerm vz, 46
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Pilih direktori, lalu Next,

Choose Install Location
Choose the folder in which to install Wireshark 1.8.1 (32-bit).

Choose a directory in which to install Wireshark.

Destination Folder

C:\Program Files\Wireshark|

Space required: 84.0ME
Space available: 51.7GE

Mullsaft Install Systerm vz, 46

Klik Install,

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? i

Currently installed WinPcap version
WinPcap 4. 1. 2-Spiceworks

Install
2
If selected, the currently installed WinPcap 4. 1. 2-Spiceworks will be uninstalled first.

What is WinPcap?

Mullsaft Install Systerm vz, 46
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Installing
Flease wait while Wireshark 1.8, 1 (32-bit) is being installed.

Extract: wireshark.exe

Registered file type: .

Registered file type: .

Registered file type: .

Registered file type: .

Registered file type: .

Registered file type: .trc

Registered file type: .wpc

Registered file type: .wpz

Output folder: C:\Program Files\Wireshark
Extract: wireshark.exe

tullsoft Install System w2, 46

Cancel

Lakukan kegiatan Next lagi dan lagi, jika ada permintaan instal WinPcap, ceklist lalu klik
Instal. Tunggu proses instalasi selesai dan klik Finish.

Setelah instalasi selesai mari kita lihat tampilan dari Wireshark itu seperti gambar di
bawah.

Untuk melakukan capture Kklik icon yang diberi warna merah, lalu pilih adapter yang
digunakan untuk koneksi internet.

Description P Packets Packets/s
Microsoft fedl:cd3T:56e1:Adf 1:8add O

Microsoft feldlnb%8a:340:33ddce 1]

Realtek PCle GBE Family Controller fe80:8c7h:1380:20feadd 0

Microsoft fel0:5ff:2bTe:5278: 5223 0

Microsoft fell:e011:442d:82552522 79

Start Stop
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File Edit View Go Capture Analyze Statisics Telephony Tools Intenals Help

BHMON BEEX2E AT L Qaard #EB%| B

Filter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info

,,,,,,,,,,,,,,,,,,,,,,,, =0 A e

35 10.1396910192.168.1.21 192. 1.255 NBNS 92 Name query NB ISATAP<00>

36 10.1402430 fe80: :2d4e:236:9F6b ffO0: 3 LLMNR 86 standard query Ox0bf3 A isatap

37 10.1408670192.168.1.21 224.0.0.252 LLMNR 66 standard query Ox0bf3 A isatap

38 10.4559750192.168.1.32 208.80.154.235 TCP 74 5822 > hrtp [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1 TSval=4818142 Tsecr=0

39 10.4631750192.168.1.32 192.168.1.1 DNS 76 standard query Oxb8ca A www.facebook.com

40 10. 5473580 Fe80: : 2d4e:236:9F6b FF02::1:3 LLMNR 86 standard query O0x0bf3 A isatap

41 10.5477890192.168.1.21 224.0.0.252 LLMNR 66 Standard query OxObf3 A isatap

42 10.6593750192.168.1.1 192.168.1.32 DNS 116 Standard gquery response Oxb8ca CNAME star.clOr.facebook.com A 31.13.79.7

43 10.7051040192.168.1. 32 208.80.154.235 TCP 74 5823 > http [5¥YN] 5eq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1 T5val=4818167 TSecr=0

44 10.8555290192.168.1.21 192.168.1.255 NENS 92 Name query NB ISATAP<00>

45 10. 9037080 208. 80.154.235 192.168.1.32 TCP 74 http > 5822 [S¥N, ACK] Seq=0 Ack=1 Win=14480 Len=0 M55=1400 SACK_PERM=1 T5val=2245099218 TSecr=4818
46 10.9040740192.168.1.32 208.80.154.235 TCP 66 5822 > http [ACK] Seg=1 Ack=1 win=16384 Len=0 TSval-4818187 TSecr=2245999218

47 10.9060920192.168.1.32 208.80.154.235 HTTP 657 GET /wikipedia/commons/thumb/1/1b/Facebook_icon. svg/14px-Facebook_icon.svg.png HTTP/1.1

48 11.1793930 208. 80.154.235 192.168.1.32 TCP 74 http > 5823 [sYN, ACK] seq=0 Ack=1 win=14480 Len=0 MS5=1400 SACK_PERM=1 TSval=2247601142 Tsecr=481§
4911.1797620192.168.1.32 208.80.154.235 TCP 66 5823 > http [ACK] Seg=1 Ack=1 win=16384 Len=0 Tsval=4818215 TSecr=2247601142

50 11.3726610 208.80.154.235 192.168.1.32 TCP 66 http > 5822 [ACK] Seg=1 Ack=592 win=15872 Len=0 Tsval=2245999333 Tsecr=4818187

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 0
‘thernet II, Src: IntelCor_1d:50:2d (00:13:e8:1d:50:2d), Dst: IPvémcast_00:01:00:03 (33:33:00:01:00:03)

nternet Protocol version 6, src: fe80::2d4e:236:9F6b:f28e (feB0::2d4e:236:9f6b:f28e), Dst: ff02::1:3 (ff02::1:3)
ser Datagram Protocol, src Port: 58293 (58293), Dst port: 1lmnr (5355)

ink-Tocal Multicast Name Resolution (query)

0000 33 33 00 01 00 03 Q0 13 e8 1d 50 2d 86 dd 60 00
0010 00 00 00 20 11 01 fe 80 00 00 00 00 00 00 2d 4e
0020 02 36 9f 6b f2 8e ff 02 00 00 00 00 00 00 00 00
0030 00 00 00 01 00 032 e3 b5 14 eb 00 20 3a f0 ae e7
0040 00 00 00 01 00 00 00 00 00 00 06 69 73 61 74 61
An_n1

@ |Microsoft: \Device\NPF_{2239242E-AASF-442... | Packets: 50 Displayed: 50 Marked: 0 Profile: Default

Klik Start lalu akan muncul paket-paket data yang berisi protokol-protokol jaringan yang
sedang lalu-lalang antara laptop dan internet.

SNIFFING

Salah satu fungsi dari wireshark adalah sniffing atau lebih dikenal dengan proses
penyadapan. Tentu saja yang disadap adalah password dari seorang user, namun dengan
syarat si user ini harus terkoneksi dengan satu jaringan dengan si sniffer ini. Wireshark
merupakan salah satu aplikasi yang mampu menyadap user dan password dengan baik
pada LAN card, namun Kkali ini akan dicoba diterapkan dengan WLAN.
Langkah-langkahnya seperti berikut.

Pertama-tama buka aplikasi Wireshark, lalu pilih Capture dan pilih interface yang

terkoneksi dengan jaringan.

7
Komunitas eLearning liImuKomputer.Com
Copyright © 2003-2013 IImuKomputer.Com



limuKomputer.Com

tlok lbmu dengan vz

...........

Description

Microsoft

Microsoft

P
fedl:cd57:56e1:fdf 1:8ad4 0

Packets Packets/=

fedl:b%3a:340c:33d0:dece O

Realtek PCle GBE Family Controller fe80:8c7h:1380:20feadd 0

Microsoft

Microsoft

Start

Stop

fell:5ff:2bTe:5278: 5223

febl::e911:442d:8a55:2522

Lalu setelah pilih Option dan pastikan Capture packet in promecious dalam status ON.

-Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB]!
Microsoft: \Device\NPF_{A4D32...
[ fes0casT-sset1fdfi-Bzdd Ethernet enabled  default 1
192.168.1.25
Microsoft: \Device\NPF_{TD15C...
[]  feeo-bosz240c3300dee Ethernet enabled  default 1
0000
Realtek PCle GBE Family Controll...
[]  feso-gc7ooi3sozofsesds Ethernet enabled  default 1
19216812 W
>
[] Capture on all interfaces Manage Interfaces
‘Capture all in promiscuous mode:

Pertama-tama buka website yang akan di-sniffing, di sini saya menggunakan contoh

www.mig33.com. Isikan user dan password. Setelah itu LOGIN pada website tersebut.
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@ Miniblog

Join the fun!

The Username field is required.

'Freedol mToBe
V\?ﬁe You W an!

The Password field is required
Remember me
M Login as invisible

WHATEVER

youwant todo!
Create freeaccount

BlackBerry
App World.

§ connect with Facebook

Setelah LOGIN maka akan banyak paket yang masuk ke dalam wireshark, jika merasa
sudah cukup banyak klik STOP capture ( Alt + E ). Untuk lebih meringkasnya pada

kolom Filter ketikkan “http”

File Edit View Go Capture Analyze Statisics Telephony Tools Internals Help

Bages PEXxZE A+esaTL2 || QD $EME| O

Filter: |M‘tp I Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info ~
£ UL BYDBULUU 192, 108, L. 52 239,233,233, 250 MoSEARLR S RIIE/LLL
31.32287500192.168.1.1 192.168.1. 32 ssnp 360 HTTP/1.1 200 OK
4 3.89817700192.168.1.32 239.255.255.250 sSDP 175 M-SEARCH * HTTP/1.1
5 4.32310400192.168.1.1 192.168.1. 32 sSDP 360 HTTP/1.1 200 OK
7 6.91888600192.168.1.32 239.255.255.250 sSDP 175 M-SEARCH * HTTP/1.1
8 7.32444100192.168.1.1 192.168.1. 32 sSDP 360 HTTP/1.1 200 OK
11 9.91989100192.168.1.32 239.255.255.250 sSDP 175 M-SEARCH * HTTP/1.1
13 10.3228470192.168.1.1 192.168.1. 32 sSDP 360 HTTP/1.1 200 OK
210 12.9213960192.168.1.32 239.255.255.250 sSDP 175 M-SEARCH * HTTP/1.1
223 14.1864720192.168.1.1 192.168.1. 32 sSDP 360 HTTP/1.1 200 OK.
.168. 66.151.149.109 HTTP 243 GET /home HTTE

32
477 27.8712540 66.151. 149 109
480 28.1029360192.168.1.32
481 28.2827380192.168.1.32
483 28.3551300192.168.1.32
485 28.3569590192.168.1.32

74.217.68.41
192.168.1.32
74.125.235.9
74.125.235.9
66.151.149.109
66.151.149.109

HTTP
HTTP
HTTP
HTTP
HTTP

240 GET /a/the_z:
1103 HTTP/1.1 200 oK (text/html)

845 GET /__utm. gif?utmwy=5. 3. 9&utms=13&utmn=1155091469&utmhn=rwav. mig33. com&utmcs=UTF-8&utmsr=1366x768&u
869 GET /__utm.gif?utmwy=5. 3. 9&utms=14&utmn=11528322&utmhr . mig33. com&utmcs=UTF-B&utmsr=1366x768&utn
302 GET /api/threads/1 HTTP/1.1

308 GET /api/migalerts/all/1 HTTP/1.1 i

Header length: 20 bytes

Total Length: 226

Identification:
Flags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to Tive: 128

Protocol: TCP (6)
Header checksum:

pestination:
[source GeoIP: unknown]
[Destination GeoIP: unknown]

0x2626 (9766)

0x8325 [correct]
Source: 192.168.1.32 (192.168.1.32)
74.217.68.41 (74.217.68.41)

pifferentiated services Field: 0x00 (DscP 0x00: Default; ECN:

0x00: NOT-ECT (NOT ECN-Capable Transport))

@ Transmission control pProtocol, src Port: 8973 (8973), Dst Port: http (80), seq: 1376, Ack: 1, Len: 174
source port: 8973 (8973) v
0000 64 70 02 ed 4e 58 74 2f 68 3a 46 11 08 00 45 00 dp.. Nxt/ h F...E.
0010 00 e2 26 26 40 00 80 06 83 25 cO a8 01 20 4a d9  ..&&@ 1.
0020 44 29 23 0d 00 50 cb d5 56 23 44 47 bs 3f 80 18 . V#DG 7. v

Frame (240 bytes) \ Reassembled TCP (1540 bytes)

Profile: Default

Setelah itu pilih protokol “http” yang bergaris biru di atas maka akan didapat informasi
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seperti di bawah. Yang menampilkan si user yang telah LOGIN tadi berada pada alamat
website apa dan dengan nama user apa, namun password yang diharapkan tidak dapat

dimunculkan di sini.

~Stream Content

GET /a/the_zoid?w=32&h=32&a=1&c=1 HTTP/1.1

Host: img.mig33.com

connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.2) AppleWebkit/537.22 (KHTML, like Gecko)
Chrome,/25.0.1364.152 safari/537.22

Accept: */#

rReferer: http://www.mig33. com/home

Accept-Encoding: gzip,deflate,sdch

ACcept-Language: en-uUs,en;g=0.8

Accept-Charset: IS0-8859-1,utf-8;0=0.7,%;g=0.3

Cookie: mig33track=180.254.54,215.1362934596997400;
m1533_59551on=ruJKqurqFstFvgaNdoTr5FmU?5mtdIJOSD 0bvOosxn5g3gTXMW01 jGWoTVIMCygSIE2BTH
2Fds1T31oayRjYeMAADBGohr i TuvkRpui6zEr KUjZ ShkuDTOFY | 25w5ZQTQwx4 p6NHWeOyhud shdMTydmmxx5g%
2FGLCTYKX%2F 50 jbLg71YNr zo9KdHm5 j 3mnwstmd JFg03610bpyc9cdD99185Ix5yinjhusqQu2Fzuwml4wCgsi%
2F0wWu9tall5DeneBpRRYPTOOTS%2FUJB10ELUSr1YNLQhwKjeDNZ2d1sT4s4VB5AGEBkygqmy JuZ cubvZkE j SwE%
2FUD1xskdJIaintbppDIDjkdpc6oTx%2BRICTITBLaCda0eE]1 ztKXBgX2FdX4UET L%
2BkdBhLpccULPvxd2HBACT XWBDOUNIGCTL2B1%2FkBIHe02gYVyqM%3D;
__utma=200757170.1123819196.1362934599.1362934599,1362934599.1;

_ utmb=200757170.12.10.1362934599; _ utmc=200757170;

__utmz=200757170.1362934599.1.1. utmcsr=google|utmccn=(organic) |utmemd=organic|utmctr=
(not%20provided); mig33-username=the_zoid;

eid=TEsZze7 DCCRXATXL ISNUSYAGPUSTNT ZORIhYVPDbgjwC 1%
2FVFN24ZQNZWKgmLGDbV?MDdﬂpﬁvzctqtqnizh4uzucozshx3TVEwwnREBQ1V2EYVJ32%
2B9BefkfDLeotzLYEbg3c7psnlh03EDbEV] dKCIwoz%
2FxD1UQFUDMV1kpmrz4VJRn2j33?59p1uqumKUZpRADMJENHUWWWjaRBTXUEGBQQFUc1jSVZaﬂ;MhDMU?SqOPnB
23p%2FZAab5o06zCCh] eC4 1GEBGKHRMAY cx%2BLbcQIYI1EHAMOqdOy Y ON%2FUTXUFHCr 1 INp OvT RA%
2FQVPPMMFLr z%2BNITORLSpwgrbboMg53Br TLOBMXIOIAVIXMAqHLFZA%3D; PONDERA=sarcina.webl3

HTTP/1.1 200 OK|
Content-Type: image/png
Content-Length: 652

|Er1tire conversation (3228 bytes)

| End | SaveAs | Pint O Ascl (") EBCDIC ) Hex Dump ) C Arrays ® Raw

‘ Filter Out This Stream | ‘ Close

Selamat Mencoba. Terimakasih.
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