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Pendahuluan

FTP (File Transfer Protocol) adalah protokol aplikasi yang digunakan untuk mentransfer
file. FTP bekerja menggunakan layer transport TCP (Transport Control Protocol) yang
bersifat connection oriented, bit stream, dan reliable. Dalam FTP ada komponen utama

yang harus ada, yaitu FTP Server dan FTP Client.

FTP Server adalah suatu server yang menjalankan software layanan transfer file dengan
selalu siap memberikan layanan FTP apabila mendapat request dari FTP client. FTP
Client adalah komputer yang merequest koneksi ke FTP server untuk transfer file. Jika
terhubung dengan FTP server, maka client dapat men-download, meng-upload,

merename, men-delete, dll sesuai dengan izin yang diberikan oleh FTP server.

Pada dasarnya FTP standar bukan protokol yang aman karena file yang ditransfer tidak
dienkripsi terlebih dahulu. Namun ada beberapa jenis FTP vyang telah
mengimplementasikan keamanan atau dalam arti file yang ditransfer dienkripsi terlebih
dahulu. Jenis FTP yang aman adalah SFTP (SSH FTP) yang mengimplementasikan jalur SSH
(Secure Shell) dan FTPS (FTP over SSL) yang mengimplementasikan SSL (Secure Socket Layer).

FTP biasanya menggunakan port 21, FTP server akan listening pada port 21 untuk
incoming koneksi dari FTP client melalui TCP. Pada FTP server, terdapat 2 mode koneksi

yaitu aktif mode (active mode) dan pasif mode (passive mode).
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Ketika seorang user mulai menjalankan FTP Client dan melakukan koneksi
dengan FTP Server, maka setelah terjadi koneksi (TCP Handshaking) pada umumnya
akan diikuti dengan:

=

Login : memverifikasi user ID dan password

2. Penentuan direktori: menentukan direktori permulaan. Direktori di komputer user
(FTP Client) dikenal dengan direktori lokal, sedangkan direktori di ftp server
disebut direktori remote.

3. Penentuan modus transfer file, binary, ascii atau default.

4. Memulai transfer data. Proses menyalin file dari sebuah komputer lain ke komputer
pemakai dikenal dengan istilah download, sedangkan proses menyalin file dari
komputer pemakai ke sebuah komputer yang lain dikenal dengan istilah upload.

5. Mengakhiri transfer data.

Berikut ini adalah tabel internal command yang digunkan pada protocol FTP.

FERINTAH KETERANGAM

ABOR Abort previous command

ACCT Usear account ID

ALLD Allocats storage for forthooming opearation
APPE Appand incoming data to an axisting filke
CDUP Change to parant directory

WD Changea warking diredory

DELE Dl et fila

HELF Reftrieve information

LIST Transfar list of directones

R hMaks a directory
MODE Sat transfar moda

MLET Transfar a direciory Esting
NOOP Mo aparation

PASS Usar Password

FPASWY Raqguast a passive apan

PORT Fart addrass

Pw» Display cumant directony

auim Tarminate the connactian

REIM Tarminate and resian the connadion
REST FReastart markar (restart transfar)

RETR Transfer a copy file

R Ramova a direchony

RMNFR OM pathnamsa for renams command
RNTO Mew pathnamsa for renams command
SITE Provide sardca spacifias
SMNT KMount a file systam

SETAT Retum status
STOR Accapt and store data
STOu Accapt data and store undar differant namsa
STRU Fila structura

EYET Quary to determina oparating sysiam
T™PE Typa of Data

USER Usear IO

Komunitas eLearning IImuKomputer.Com 2

Copyright © 2003-2013 lImuKomputer.Com



IImuKom‘puter.Com

Setelah diberikannya suatu perintah internal FTP, maka akan diberikan reply berbentuk
bilangan 3 digit. Berikut ini adalah representasi dari digit reply :
1. Digit pertama menunjukan kesuksesan eksekusi suatu perintah

Drigit Keterangan
Partama
1.00 Akd dimulai. Meangharapkan balasan lain ssbelum
mengirim perintah baru
2.00 Aksi selesai. Boleh mengirim suatu parintah baru
3.00 Parintah diterima fetapi menunggu, kema kurang
informasi
4.00 Parintah tidak dilerima, atau diselesaikan. Terfadi
arrar temporer. Parintah dapat dikirimkan kambali

5.00 Pearintah tidak dapat diterima atau diselesaikan

2. Digit kedua memberikan info yang lebih detail

Diigit Keterangan
Kedua

0.00 Kesalahan sintaks atsu perintah ilegal

1.00 Membalas atau manunggu informasi

2.00 Membalas yang mangacu pada pengaldaan
konaksi

3.00 Membalas untuk parintah otentikasi
4.00 Tak digunakan
6.00 Mambalas untuk status sarvar

3. Digit ketiga memberikan info yang lebih detail tapi bergantung implementasi.

Kelebihan dari FTP adalah
e menyediakan transfer data yang reliable karena menggunakan protokol transport
TCP
o transfer file lebih cepat dan efisien dibanding penggunaan web base file manager,
hal ini karena command ftp dibuat dalam DOS.

e Pengoptimalan trafik jaringan karena tanpa perlu browsing dengan web.

Kekurangan dari FTP adalah
e FTP kurang aman karena file yang ditransfer tidak dienkripsi, namun beberapa
jenis FTP sudah mengimplementasikan keamanan, yaitu SFTP dan FTPS.
e Harus ada Server dan Client jika koneksi FTP ingin dilakukan dan metodenya

sedikit kurang user friendly dibanding web base.

Simulasi FTP Menggunakan Filezilla
Sebenarnya ada banyak software untuk melakukan FTP, namun disini saya menggunakan

aplikasi Filezilla baik di server maupun di client. Filezilla itu sendiri adalah software
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opensource yang dapat didownload di www.filezilla-project.org. Karena keterbatasan resource

maka proses FTP dilakukan dengan menggunakan Host VMWare sebagai client. Berikut ini
langkah-langkahnya:
1. Membuat jaringan logical seperti gambar berikut.

2 192,168.31.0/24 1

— — — — — ——

Laptop-FT
FTF CLient WMWare

Laptop-FT
FTP Server

2. Running Komputer Virtual pada VMWare yang akan diposisikan sebagai FTP

@ PC1 - VMware Workstation = &
File Edit View VM Tabs Help
-2 0¢|(mexm|o
ey el ) Home xi‘ (p P x“
| Q Typeheretosearch  ~ | = =
e %
= =l My Computer
@ PCl
& R1_Mikrotik
@ RINAT
& Shared VMs
To this VM, move th inside or press Ctrl+G. SEHd9R&EE | E 4

3. Setting IP address dari PC VMWare (Sebagai Client) agar satu segmen jaringan
dengan PC real yaitu interface VMWare (Sebagai Server) seperti parameter yang

diberikan pada logical topology.

Network Connection Details “
Network Connection Details:
Property Value *
Connection-specific DN...
Description WMware Vitual Ethemet Adapter for
Physical Address 00-50-56-C0-00-01
DHCP Enabled Yes
IPv4 Address 152.168.31.1 B .
IPvé Suiet Mask 256.255.255.0 Detail dari Interface Ethernet
Lease Obtained Monday, June 17, 2013 5:27:13 PM
Lease Expires Monday, June 17, 2013 11:12:14 FM VMWare
IPv4 Default Gateway
IPv4 DHCP Server 152.168.31.254
IPv4 DNS Server
IPv4 WINS Server

MNetBIOS over Tepip En...
Link+ocal IPv6 Address
|Pv6 Default Gateway
IPv6 DNS Servers

L4

Yes
fe80:d1e4:5555.d% 4 4c8e%22

fecD:0:04ff:1%1 v
P, 5
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r’___t.. a J Internet Protocol (TCP/IP) Properties @

Gereral | Authentication | Advanced General

| Connect using: “You can get 1P settings assianed automatically if wour network, supports

this capability. Othenwize, pou need to ask your netwark. administrator for

| BB Mware Accelerated AMD PCNet &d the appropriate [P settings.

Thiz connection uses the following items: () Obtain an IP address automatically

gEhenl for Microsoft Networks (&) Use the following IP address:

ngle and Printer Sharing for Microsoft Networks IP address: 192 188 3 . 2

42 (165 Packet 5 cheduler

% Intemet Protocal [TCPAP) Subnet mask. 265 . 266 . 286 0
Default gateway:

Drescription

Transmission Control Protocal/Intemet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected netwarks. Frefenied DNS server

(%) Use the following DNS server addresses:

Alternate DNS server
[1 Show icon in notification area when connected
Natify me when thiz connection has limited or no connectivity

IP Virtual PC dikonfigurasi sesuai parameter logical topology agar satu segmen dengan IP interface VMWare.

4. Lakukan tes koneksi (ping dari PC Virtual ke PC Real).

e -

C:“Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . - . . . . . 192.168.31.2
Subnet Mask . . . . . . . 255.255.255.8
Default Gateway . . . .

C:~Documents and Settings“Administrator>ping 192_.168.31.1
Pinging 192.168.31.1 with 32 hytes of data:

Reply from 192.168.31.1: bytes=32 time=31ms TTL=128
Reply from 192.168.31.1: bytes=32 time=1ms TTL=128
Reply from 192.168.31.1: bytes=32 time<ims TTL=128
Reply from 192_.168.31.1: bytes=32 time{ims TTL=128

Ping statistics for 192.168.31.1:

Packets: Sent = 4. Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli—seconds:

MHinimum = Bmsz,. Maximum = 3ims. Average = 8ms

C:~Documents and Settings“Administrator>

5. Bukalah Filezilla Server di PC Real.

E FileZilla Server (127.0.0.1) -

File Server Edit 2

T |HE8G T || @
FileZilla Server version 0.9.41 beta
Copyright 2001-2012 by Tim Kosse {tim kosse @&filezila-project org)
Connecting to server...
Connected, waiting for authentication
Logged on

ID - Account IP Transfer Progress  Speed

Ready 0 bytes received 0B/s 0 bytes sent 0B/s X
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6. Pada menu user account dialog buatlah akun baru (imam) dan password (imam270592)

yang nantinya akan digunakan untuk login oleh Client.

Users n

Page: Account settings Users
-~ General Enable account lam ]|
Shared folders Eassword: LTI
i Speed Limits
... TP Filter Group membership: | <none > v

[ Bypass userlimit of server

Maximum connection count: 0

Connection limit per IP: o )
Add Remave |
[]Farce s5L for user login

Description

You can enter some comments about the user
Cancel

7. Tambahkan dan konfigurasi “permission” dari folder yang akan dishare

menggunakan FTP, disini dishare direktori D dengan permission penuh.

Kemudian klik “OK”.
Users H
Page: Shared folders Users
-~ General rles am ]
é----Shared folders Directaries Alizses He_?d
- Speed Limits H (] Wrte
‘... TP Filter Delete
Append
Directories
Create
Delete
List
< > + Subdirs | Add | | Remove |
Add Rename Set as home dir | Rename | | Copy |
A directory alias will also appear at the specified location. Aliases must contain the full local

path. Separate multiple aliases for one directony with the pipe character (1)
If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

OK

Cancel

8. Pada PC Virtual Jalankan Filezilla Client, kemudian menginputkan parameter

untuk koneksi dengan Filezilla Server.
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& FileZilla
File Edit Yiew Transfer Server Bookmarks Help

d - | F|mE e

[

=L

¥ BTN

Host: | 192.168.31.1 Username: Password: |""”"" | Port: |21 | [ Quickconnect ]E]
Local site: | C:\Documents and SettingshAdministratoriMy Documents), + | Remote site:
|3 My Documents ~
{23 MetHoad
{C7) PrintHood —
—
{4 Recent
7 SandTn v
Filename + Filesize = Filetype Last modified Filename Filesize = Filetype Last modified
D.
@My Music Filz Folder 5/3/2013 911415 2
ﬁﬂMy Fictures File Folder 532013 9:14:15 2 Mot connected to ary server
}desktop.lnl 84 Configuration 5., 5/3/2013 9:14:15 £
[AFiezila_s.6.0.2_.. 4,702,459 Application 4042013 5:26:03 £
< | 3]s
2 files and 2 directories. Tokal size: 4,702,543 bytes Mot connected.

EHE Queus: empty .9

Host : Alamat IP server dalam jaringan (192.168.31.1)

Username & Password : Username dan password yang ditambahkan di Server tadi
(username: imam ; password: imam270592)

Port: 21 (Default Port FTP)

Jalankan wireshark, pilih interface yang digunakan untuk koneksi FTP kemudian

klik start.

7] Wireshark: Capture Interfaces = =
Description P Packets Packets/s
O E Microsoft fed0::ac3%:f366:10a3:a380 0 0 Details
O E‘ Microsoft feB0:612a:d817:5b0b:7a07 0O 0 Details
: a VMware Virtual Ethernet Adapter feB0:d1e4:5959:d%fd:4c8e 0 ] Details
O @ Microsoft feB0:6108:3e07:9bb6c:5bc3 0 0 Details
O E‘ Marvell Yukon Ethernet Controller fe@(:ddcf:142f:8d56:859 0 0 Details
| @ Microsoft feB0:697e:fa:f1da:243¢ ] ] Details| o,
Help Start Stop Options

10. Setelah parameter langkah 8 dimasukkan dengan benar, klik “quickconnect”.
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u 2ee raznuliseony

z imam@192.168.31 FileZilla
Eile Edit ¥iew TIransfer Server Bookmarks Help

= | ? = o
BEEEELYEL LI L)
Host: | 192.168.31.1 | username: [mam | eort: | | [cpickeonnect ][+
Respanse: 257 "lpolytechnic lecture is current directory, ~
Command: PASY D
Response: 227 Entering Passive Mode (192, 168,31,1,221,77)
Command: MLSD
Response: 150 Connection accepted
Response: 226 Transfer Ok -
Status: Directary listing successful v
Local site: | CiiDocuments and SettingsiadministratoriiMy Documentst, i Ipolytechnic lecture e
1 My Documents A A
1) NetHaod ) arsip
{3 PrintHood = {3 semester 1 =
@ Recent i) semester 2
= SendTn bl [ semedter 3 bl
Filename  + Filesize  Filetype Last modified Filename: Filesize: | Filetype Last modified Permis 4
= [
My Music File Folder 5(3(2013 9:14:15 £ | [arsip File Falder 5/29j2013 7119,
EMV Pictures File Folder SI312013 %14:15 2 | () semester 1 File Folder FM02012 1133, -
jdesktnp.im 4 Configuration 5., S(3(2013 2:14:15 & | [ 2)semester 2 File Folder Fil1j2011 &:24...
EFI|€ZI‘|573.6.U.27. . 4,702,459 Application 442013 8:26:03 £ | ) semester 3 File Falder 11/28/2011 10:... o~
< | ¥ |2 | >
2 files and 2 directories. Total size: 4,702,543 bytes 7 directaries
A|EH Queue: empty @

11. Melakukan download salah satu file dari server.

Z imam@192.168.31.1
File Edit “iew Transfer Server Bookmarks Help

=y = ol
A-FlEe: 23Ry BTN
Host: | 192.168.31.1 ‘ Username: ‘imam | Password: | Port: | | [ CQuickconnect "ﬂ
Response: 257 "polytechnic lecturefarsip/Imukomputer” is current direckory, ~
Command: PASY M
Response: 227 Entering Passive Mode {192,168,31,1,221,80)
Command: MLSD
Response: 150 Connection accepted
Response: 226 Transfer COK o
Skatus: Directory listing successful bl
Local site: | Ci\Documents and SettingsiAdministratoriMy Documentsh, + | Remote site: | Ipolytechnic lecture/arsip/IImukomputer v
@ My Documents ~ =4 arsip ~
{25 MetHood &
1) PrintHood = RKZA n
@ Recent Mew fg l|, Add bo queue
17 SendTn s s k.o s
- - - - - Create directory
Filename 7 Filesize: | Filetype Last modified Filename: File:t Fd Permissior
[ . Delete
@My Music File Folder 532013 2:14:15 ¢ | [Sromi-elea. .. Rename 132,
[ My Pictures File Folder 532013 2:14:15 £ | [Sromi-tem... Copy URL(s) to clipboard .55,
% deskkop.ini &4 Configuration 5... 5/3/2013 %:14:15 £ | £ romi-elea.., 71, File Attributes. .. 156,
EF\IaZiHa_&s.D.z_. " 4,702,459  Application 4j4/2013 §126:03 £ [ ramitem, . 45,456 Compresse..,  3/19/2013 W57,
< | 3£ | *
2 files and 2 directories, Total size: 4,702,543 bytes 2 files and 2 directories, Total size: 116,760 bytes
A|EHE Queue: empty ae

i4 start

12. Melakukan upload dari Client ke Server.

z imam@192.168.31.1 - FileZilla
File Edit View Transfer Server Bookmarks Help

BEEEEEE IR ET)
Host: | 192,165.31.1 | Username: |imam | Password: ‘""""" | Port: | | [ CQuickconnect IE]
Response: 150 Connection accepted ~
Response: 226 Transfer Ok |
Response: 226 Transfer Ok
Skatus: File transfer successful, transferred 74,752 bytes in 1 second
Status: File transfer successful, transferred 41,119 bytes in 1 second
Status: Disconnected from server =
Status: Disconnected from server Al
Lacal site: | Ci\Documents and SettingsiAdministratoriiy Documents), + | Remote site: | Ipalytechnic lecture £
A {T) application For lfestyle ~
=13 polytechnic lecture -
4 add files to queus = =7 arsip
(=7 IimuKomputer
Open ) 7 rami-slaarning =
E— Edit
Filename letype Last modified | | Filename Filesize = Filetype Last madified Permis #
[C)lmukom  Create diectary e Folder 6172003113 |
@My Musit Refrash e Folder Si32013 M4 Darsip File: Folder Si29020137:19,.
BMV Pictu Delete e Folder SI3/2013 2140 [ semester 1 File Falder 30j2012 11:3... =
Hdeskop  pename brfiguration 5., 5/3/2013 9:14:: | |()semester 2 File Folder  7/11j2011 §:24,
- { I)semester & File Folder 11jz8f2011 10t v
< | > < | >
7 directories

A EE Queue: empty
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13. Mengecek hasil upload dan download di server dan di client.

[ L= polytechnic lecture - O
Home Share View v @
@ * 1 . v Computer » formal (D:) » polytechnic lecture v & Search polytechnic lecture el
¢ Favorites ~ MName : Date modified Type Size
B Desktop | arsip File folder
4. Downloads | semester 1 File folder
& Google Drive | semester 2 File folder
=] Recent places | semester 3 File folder
) semester 4 File folder
4 Libraries | semester 3 File folder
@ Documents Shak J0ooa0 1o o nh s Lo
J’ Music I E FileZilla_3.6.0.2_win32-setup 6/17/201311:42PM  Application 4_.593@
[ Pictures v
8 items =

File sukses terupload di direktori Server via FTP

@5 My Documents |:||§|fg|
File  Edit Wiew Favorites Tools  Help i ,'
@Back @ J l.@ /:__\J Search ‘[{2‘ Folders '

Address |@ Ci\Documents and Settings in ks V| Go
Folders e — b

 Deskiop ’J Tmukomputer | ") iy Music

l
@ My Documents Size f5E5 KE. : ) ot Ml
r t5: romi-elearning, rami-templatei
9 My Computer - \-G\x Files: romi-elearning.zigp, romi-tem?:lateikc.zip «2_Win32-setup
4 3% Floppy (81 | S50 My Pictur Jlient:
[ < Local Disk (1) -"J m FileZilla Project
= [C) Documents and Settings
= 1) Administrator
I5) Cookies
|23 Deskkop
f Favorites
Jocuments
123) TimuKompute
[y Music
E‘ Iy Pictures
IZ3) Skart Menu -
125 all Users
I5) Program Files
(53 WINDOWS
i DYD-RAM Drive (D0} v
< | >
File sukses terdownload di direktori Client via FTP
14. Disconnect hubungan FTP ke Server dari Client.
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File Edit w Transfer

' NIFiEEE
Host: | 192.168.31.1 | Pork: | | [ Quickconnect
Command: PASY -
Response: 227 Ente  Search remobe files... F3 B
gummand: Té—g% Enter cuskom command. ..
EspOnse! onil .
hespanse: 226 Trar, o' showing hidden files
Status: Directory listing successful ==
Status: Disconnecked from server e
Local site: | Ci\Documents and Settingsi Administratority Documents), + | Remote site: ‘ Ipolytechnic lecture ~
1 My Documents ~ i application For lFestyle ~
1) MetHood = polytechnic lecture =
1) PrintHood = = arsip
@ Recent (=5 Imukomputer
™ SendTn b 7= rmi-elearninn b
Filename 7 Filesize | Filetype Last modified | | Filename Filesize | Filetype Last madified Permis £
3 Timukomputer File: Folder 61172013 11:3 | IED).
@My Music File Folder 5J312013 21142 S arsip File Folder 5/29/2013 7:19...
E‘My Pickures File Folder SiEf2013 914 |isemester 1 File Folder F10f2012 11: =
}desktop.ini 84 Configuration S...  5f3/2013 9141 () semester 2 File Folder FHLj2011 8:24..,
EFI|€ZI||a_3.6‘U.2_... 4,702,459  Application 4)4{2013 812610+ | | [T semester 3 File Folder 11/28/2011 10:... v
£ | > £ | >
Selected 1 File. Total size: 4,702,459 bytes 7 directaries

15. Stop wireshark capture dan lakukan filtering “FTP”

[l VMware Virtual Ethernet Adapter: \Device\NPF_{8EDEF4B9-DE58-4A4D-87B7-20AEBBS0B1F6} [Wireshark 1.85 (SVNRe.. — B -
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

Buoee BEEAXEE Qe DT QaQaf #Dmx% 8

Filter: | ftp v | Expression.. Clear Apply Save
Mo. Time Source Destination Protocol Length Info

8 0.0414630019 il .2 lezilla Server version {
9 0.04168100192.168.31.1 192.168.31.2 FTP 99 Response: 220-written by Tim Kosse (Tim.

10 0.04194400192.168.31.1 192.168.31.2 FTP 115 Response: 220 Please wisit http://source

12 0.07011700192.168.31.2 192.168.31.1 FTP 65 Request: USER imam

13 0.07155000192.168.31.1 192.168.31.2 FTP 86 Response: 331 Password required for iman

14 0.08213100192.168.31.2 192.168.31.1 FTP 71 Request: PASS imam270592

15 0.08272200192.168.31.1 192.168.31.2 FTP 69 Response: 230 Logged on

16 0.09620700192.168.31.2 192.168.31.1 FTP 60 Request: SYST

17 0.09676100192.168.31.1 192.168.31.2 FTP 86 Response: 215 UNIX emulated by Filezilla

18 0.09807800192.168.31.2 192.168.31.1 FTP 60 Request: FEAT

19 0.09848600192.168.31.1 192.168.31.2 FTP 69 Response: 211-Features:

20 0.09882400192.168.31.1 162.168.31.2 FTP 61 Response: MDTM

21 0.09901700192.168.31.1 192.168.31.2 FTP 68 Response: REST STREAM

22 0.09920900192.168.31.1 192.168.31.2 FTP 61 Response: SIZE R

Frame 8: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface 0

Ethernet II, sSrc: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_36:b9:01 (00:0c:29:26:b9:01)
Internet Protocol Version 4, Src: 192.168.31.1 (192.168.31.1), Dst: 192.168.31.2 (192.168.31.2)

[ Transmission Control Protocol, Src Port: ftp (21), Dst Port: gsm-proxy (1164), Seq: 1, Ack: 1, Len: 42
File Transfer protocol (FTP)

0000 00 Oc 29 36 b9 01 00 50 56 cO 00 01 08 00 45 00 LR VL
0010 00 52 2d b5 40 00 80 06 Od 9d <0 a8 1f 01 <O a8 R-LBLL L .
0020 1f 02 00 15 04 8c 37 e7 ca aa fO 9a 08 81 50 18 ...... 7o viiian .
0030 fa f0 92 4d 00 00 32 32 30 2d 46 69 6c 65 5a 69 ..M. 22 0-Filezi
0040 6c 6¢C 61 20 53 65 72 76 6> 72 20 76 65 72 73 69 11a serv er versi
0050 &f 6e 20 30 2e 39 2e 34 31 20 62 65 74 61 0d Oa on 0.9.4 1 beta..

@ @’\ File; "C\Users\Ipe2T\AppData‘Local\Temp\... ’7 | Profile: Default

Analisis Monitoring FTP

Monitoring yang akan dilakukan adalah menggunakan tools wireshark dan menganalisis

isi dari log message FTP Server.

Berikut ini adalah log FTP yang telah dilakukan diatas :

Status: Connecting to 192.168.31.1:21...

Status: Connection established, waiting for welcome message...
Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
Response: 220 Please visit http://sourceforge.net/projects/filezilla/
Command: USER imam

Response: 331 Password required for imam

Command: PASS *x¥artokokarotok
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Response: 230 Logged on

Command: SYST

Response: 215 UNIX emulated by FileZilla

Command: FEAT

Response: 211-Features:

Response: MDTM

Response: REST STREAM

Response: SIZE

Response: MLST type*;size*;modify*;

Response: MLSD

Response: UTF8

Response: CLNT

Response: MFMT

Response: 211 End

Status: Connected

Status: Retrieving directory listing...

Command: PWD

Response: 257 "/" is current directory.

Command: TYPE I

Response: 200 Type setto I

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,76)
Command: MLSD

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD /polytechnic lecture

Response: 250 CWD successful. "/polytechnic lecture" is current directory.
Command: PWD

Response: 257 "/polytechnic lecture" is current directory.
Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,77)
Command: MLSD

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD /polytechnic lecture/arsip

Response: 250 CWD successful. "/polytechnic lecture/arsip" is current directory.
Command: PWD

Response: 257 "/polytechnic lecture/arsip" is current directory.
Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,79)
Command: MLSD

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD /polytechnic lecture/arsip/Ilmukomputer
Response: 250 CWD successful. "/polytechnic lecture/arsip/IimuKomputer" is current directory.
Command: PWD

Response: 257 "/polytechnic lecture/arsip/IImuKomputer" is current directory.
Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,80)
Command: MLSD

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD romi-elearning

Status: Connecting to 192.168.31.1:21...

Status: Connection established, waiting for welcome message...
Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
Response: 220 Please visit http://sourceforge.net/projects/filezilla/
Command: USER imam

Response: 331 Password required for imam

Command: PASS *x¥artokokarotok
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Status: Connecting to 192.168.31.1:21...

Response: 230 Logged on

Status: Connected

Status: Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-templateikc.zip

Command: CWD /polytechnic lecture/arsip/IimuKomputer

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-elearning" is current
directory.

Command: PWD

Status: Connection established, waiting for welcome message...

Response: 220-FilezZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Response: 220 Please visit http://sourceforge.net/projects/filezilla/

Command: USER imam

Response: 257 "/polytechnic lecture/arsip/IimuKomputer/romi-elearning" is current directory.

Command: PASV

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.

Command: TYPE A

Response: 200 Type set to A

Command: PASV

Response: 331 Password required for imam

Command: PASS *x¥xxokokxok

Response: 227 Entering Passive Mode (192,168,31,1,221,81)

Command: MLSD

Response: 227 Entering Passive Mode (192,168,31,1,221,82)

Command: RETR romi-templateikc.zip

Response: 230 Logged on

Status: Connected

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Starting download of /polytechnic lecture/arsip/IImuKomputer/romi-elearning.zip

Command: CWD /polytechnic lecture/arsip/IImuKomputer

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD /polytechnic lecture/arsip/IImuKomputer

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.

Command: CWD romi-templateikc

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.

Command: TYPE A

Response: 150 Connection accepted

Response: 200 Type set to A

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,83)

Command: RETR romi-elearning.zip

Response: 226 Transfer OK

Response: 250 CWD successful. "/polytechnic lecture/arsip/IImuKomputer/romi-templateikc" is current
directory.

Command: PWD

Response: 257 "/polytechnic lecture/arsip/IImuKomputer/romi-templateikc" is current directory.

Command: PASV

Status: File transfer successful, transferred 45,456 bytes in 1 second

Response: 150 Connection accepted

Response: 227 Entering Passive Mode (192,168,31,1,221,84)

Command: MLSD

Status: Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-elearning/romi-elearning.odt

Command: CWD /polytechnic lecture/arsip/IlImuKomputer/romi-elearning

Response: 226 Transfer OK

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-elearning" is current
directory.

Command: PWD

Response: 257 "/polytechnic lecture/arsip/IimuKomputer/romi-elearning" is current directory.

Command: PASV

Status: File transfer successful, transferred 71,304 bytes in 1 second

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-elearning/romi-elearning.doc

Command: CWD /polytechnic lecture/arsip/IlImuKomputer/romi-elearning

Response: 227 Entering Passive Mode (192,168,31,1,221,85)

Command: RETR romi-elearning.odt
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Response: 250 CWD successful. "/polytechnic lecture/arsip/IlmuKomputer/romi-elearning" is current
directory.

Command: PASV

Status: Directory listing successful

Response: 227 Entering Passive Mode (192,168,31,1,221,86)

Command: RETR romi-elearning.doc

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: File transfer successful, transferred 56,366 bytes in 1 second

Response: 150 Connection accepted

Status: Starting download of /polytechnic lecture/arsip/IImuKomputer/romi-templateikc/romi-
templateikc.odt

Command: CWD /polytechnic lecture/arsip/IImuKomputer/romi-templateikc

Response: 250 CWD successful. "/polytechnic lecture/arsip/IImuKomputer/romi-templateikc" is current
directory.

Command: PWD

Response: 226 Transfer OK

Response: 257 "/polytechnic lecture/arsip/IimuKomputer/romi-templateikc" is current directory.

Command: PASV

Status: File transfer successful, transferred 105,472 bytes in 1 second

Status: Starting download of /polytechnic lecture/arsip/IImuKomputer/romi-templateikc/romi-
templateikc.doc

Command: CWD /polytechnic lecture/arsip/IImuKomputer/romi-templateikc

Response: 227 Entering Passive Mode (192,168,31,1,221,87)

Command: RETR romi-templateikc.odt

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-templateikc" is current
directory.

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,88)

Command: RETR romi-templateikc.doc

Response: 150 Connection accepted

Response: 150 Connection accepted

Response: 226 Transfer OK

Response: 226 Transfer OK

Status: File transfer successful, transferred 74,752 bytes in 1 second

Status: File transfer successful, transferred 41,119 bytes in 1 second

Status: Disconnected from server

Status: Disconnected from server

Response: 421 Connection timed out.

Error: Connection closed by server

Status: Connecting to 192.168.31.1:21...

Status: Connection established, waiting for welcome message...

Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Response: 220 Please visit http://sourceforge.net/projects/filezilla/

Command: USER imam

Response: 331 Password required for imam

Command: PASS ¥kt

Response: 230 Logged on

Status: Connected

Status: Starting upload of C:\Documents and Settings\Administrator\My
Documents\FileZilla_3.6.0.2_win32-setup.exe

Command: CWD /polytechnic lecture

Response: 250 CWD successful. "/polytechnic lecture" is current directory.

Command: TYPE A

Response: 200 Type set to A

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,94)

Command: STOR Filezilla_3.6.0.2_win32-setup.exe

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: File transfer successful, transferred 4,702,459 bytes in 1 second

Status: Retrieving directory listing...

Command: TYPEI

Response: 200 Type set to I

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,95)

Command: MLSD

Response: 150 Connection accepted
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Response: 226 Transfer OK
Status: Directory listing successful
Status: Disconnected from server

Proses secara umum :

1. Login
o Wireshark:
Iy ftp-imam.pcapng [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)] = =

File Edit View Go Copture Anlyze Statistics Telephony Tools Intemals Help

Beeee BEAXEE AcesnTi EEaaan| @Bl

Filter: | ftp v | Expression... Clear Apply Save
Ne. Time Source Destination Protocol Length Info
8 0.04146300192.168.31.1 192.168.31.2 FTP 96 Response: 220-Filezilla server version 0.9.41 beta
9 0.04168100192.168.31.1 192.168.31.2 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
10 0.04194400192.168.31.1 192.168.31.2 FTP 115 Response: 220 Please visit http://sourceforge. net/projet
12 0.07011700192.168.31.2 192.168.31.1 FTP 65 Reguest: USER imam
13 0.07155000192.168.31.1 192.168.31.2 FTP 86 Response: 331 Password required for imam
14 0.08213100192.168.31.2 192.168.31.1 FTP 71 ReguestT: PASS imam270592
15 0.08272200192.168.31.1 192.168.31.2 FTP 69 Response: 230 Logged on v

o Frame 8&: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface 0

Ethernet II, src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_36:b9:01 (00:0c:29:36:b9:01)
Internet Protocol Version 4, Src: 192,168.31.1 (192.168.31.1), Dst: 192.168.31.2 (192.168.31.2)
Transmission Control Protocol, src Port: ftp (21}, Dst Port: gsm-proxy (1164}, sSeq: 1, ack: 1, Len: 42
= File Transfer protocol (FTP)
= 220-Filezilla Server version 0.9.41 beta‘\rin
rResponse code: service ready for new user (220)
Response arg: Filezilla server version 0.9.41 beta

56 cO 00 01 08 00 45 00
0d 9d cO a8 1f 01 <0 a8

ca aa f0 9a 08 81 50 18
30 2d 46 69 6c 65 5a 69
65 72 20 76 65 72 73 69
6f 6e 20 30 2e 39 2e 34 31 20 62 65 74 61 0d 0Oa

L.om..22 0ZFilezi
[11a Serv er versi
on 0.9.4 1 beta..

@ 7| Frame (frame), 96 bytes | Packets: 4333 Displayed: ... | Profile: Default

e FTP Log Server

Status: Connecting to 192.168.31.1:21...

Status: Connection established, waiting for welcome message...
Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
Response: 220 Please visit http://sourceforge.net/projects/filezilla/
Command: USER imam

Response: 331 Password required for imam

Command: PASS *x¥xxokokrokk

Response: 230 Logged on

FTP ini menggunakan protokol transport TCP sehingga ada proses 3 way handshaking
TCP. Dapat dilihat pada log FTP server status baris kedua adalah “connection
established” yang merupakan karakteristik TCP. Disini tidak akan dibahas bagaimana
handshakingnya terjadi. Ketika koneksi TCP terbentuk maka server (IP:
192.168.31.1) merespon dengan mengirimkan pesan dengan kode 220 (servis siap
untuk user baru) dengan isi informasi server (versi, credit, dan info lain)*. Kemudian
client (IP: 192.168.31.2) memberikan internal command USER berupa pesan request
ke server yang isinya username client!?l. Server akan merespon dengan kode 331
(username oke, perlu password) Bl Setelah itu client memberikan internal FTP

command PASS yang isinya password yang diperlukan!®. Di wireshark dapat dilihat
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password FTP (imam270592) namun di log FTP invisible. Dapat disimpulkan bahwa
FTP biasa ini tidaklah aman karena data yang akan ditransmisikan tidak dienkripsi
terlebih dahulu sehingga dapat dilakukan sniffing. Untuk mengimplementasikan
keamanan (SFTP dan FTPS) perlu dikonfigurasi di server FTP. Ketika password yang
diberikan client sesuai dengan server maka server akan merespon dengan pesan kode
230 (user berhasil masuk, koneksi FTP siap diproses) [,

2. Explore direktori

Wireshark:

File Edit View Go

ftp-imam.pcapng [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)]
Capture  Analyze Statistics Telephony Tools Intemals Help

BN BEXEZE LesDTL aaan §Em% 8

<

Filter: | ftp v | Expression... Clear Apply Save
Time Source Destination Protocel Length Info ~
30 0.10031000192.168.31.1 192.168.31.2 FTP 63 Response: 211 End
32 0.13416500192.168.31.2 192.168.31.1 FTP 59 Request: PWD
0.13473400192. .1 .2 85 Response: 257 /" is current directory.
34 0.14517700192.168.31.2 192.168.31.1 FTP 62 Request: TYPE I
35 0.14579000192.168.31.1 192.168.31.2 FTP 73 Response: 200 Type set to I
36 0.15218800192.168.31.2 192.168.31.1 FTP 60 Request: PASV
37 0.15317900192.168.31.1 192.168.31.2 FTP 103 Response: 227 Entering Passive Mode (192,168,31,1,221,76)
38 0.16220100192.168.31.2 192.168.31.1 FTP 60 Request: MLSD
42 0.17203000192.168.31.1 192.168.31.2 FTP 79 Response: 150 connection accepted
45 0.17368800192.168.31.1 192.168.31.2 FTP 71 Response: 226 Transfer ok
56 29.9602150192.168.31.2 192.168.31.1 FTP 80 Request: cwD /polytechnic lecture
57 29.9615100192.168.31.1 192.168.31.2 FTP 120 Response: 250 cwD successful. "/polytechnic lecture” is curry
58 29.9711680192.168.31.2 192.168.31.1 FTP 59 RequestT: PWD
59 29.9717030192.168.31.1 192.168.31.2 FTP 104 Response: 257 "/polytechnic lecture” is current directory.
60 29.97521701092.168.31.2 192.168.31.1 FTP 60 RequesT: PASV
61 29.9762250102.168.31.1 192.168.31.2 FTP 103 Response: 227 Entering Passive Mode (192,168,31,1,221,77)
62 29.98523801092.168.31.2 192.168.31.1 FTP 60 RequesT: MLSD
67 30.03959901092.168.31.1 192.168.31.2 FTP 79 Response: 150 Connection accepted
70 30.0403770192.168.31.1 192.168.31.2 FTP 71 response: 226 Transfer ok v

Frame 33: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface 0
Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: Vmware_36:b9:01 (00:0c:29:26:b9:01)
Internet Protocol Version 4, Src: 192.168.31.1 (192.168.31.1), Dst: 192.168.31.2 (192.168.31.2)
Transmission Control Protocol, Src Port: ftp (21), Dst Port: gsm-proxy (1164), Seq: 336, Ack: 46, Len: 31
= File Transfer protocol (FTP)
= 257 /" is current directory.\r\n
Response code: PATHNAME created (257)
Response arg: /" is current directory.

b9
40
04
00
72

0c o1
00
8c
00
()

00 01 08

ag 1f

.. .25 7 " is
current directo

0a

ry...

: "Dr\polytechnic lecturelsemester 6\Mo...

Packets: 4538 Displayed: 164 Marked: 0 Load time: 0:00.359 Profile: Default

Status:

Status:

Command:
Response:
Command:
Response:
Command:
Response:
Command:
Response:
Response:
Status:

Status:

Command
Response:
Command:
Response:
Command:
Response:
Command:
Response:

FTP Log Server

Connected

Retrieving directory listing...
PWD

257 "/" is current directory.
TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (192,168,31,1,221,76)
MLSD

150 Connection accepted
226 Transfer OK

Directory listing successful
Retrieving directory listing...

: CWD /polytechnic lecture

250 CWD successful. "/polytechnic lecture" is current directory.
PWD

257 "/polytechnic lecture" is current directory.

PASV

227 Entering Passive Mode (192,168,31,1,221,77)

MLSD

150 Connection accepted
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Response: 226 Transfer OK

Ketika sudah terjadi koneksi FTP maka untuk “melihat” direktori yang ada pada
server melalui FTP client yang pertama adalah menggunakan command PWD yang
berarti perintah untuk menampilkan direktori sekarang™l. Server meresponse dengan
pesan kode 257 (PATHNAME telah dibuat) dan menunjukkan direktori mana yang
aktif (“/ is current directory), yaitu direktori D yang kita share tadi di server[. Client
akan mengirimkan pesan request yaitu command TYPE (Tipe/ Jenis Data), disini
berarti jenis data yang diminta client adalah binary karena commandnya “TYPE 1”1,
Kemudian server merespon dengan pesan kode 200 (Command Oke) dan isinya “Type
set to i” yang berarti data diset ke binary®l. Client akan mengirim pesan request
berupa command PASV yang berarti permintaan untuk membuka koneksi pasivel®.
Server membalas dengan pesan kode 227 (berarti client memasuki mode pasive) [,
Kemudian Client akan mengirimkan pesan request berupa command MLSD (berarti
mendaftar isi direktori D yang dibuka tadi) ["). Server akan merespon dengan pesan
kode 150 (koneksi diterima) dan 226 (Transfer ok) yang berarti client dapat membuka
subfolder direktori D yang di share di server tadil®. Client mengirim pesan request
berupa command “CWD /polytechnic lecture” yang berarti perintah untuk mengubah
direktori kerja atau membuka subdirektori “polytechnic lecture” [°l. Server akan
merespon dengan pesan kode 250 (file yang direquest oke dan completed) dan
informasinya bahwa CWD berhasil dan subdirektori “polytechnic lecture” adalah
direktori kerja saat inil*”), Client akan mengirimkan pesan request berupa command
PWD (perintah untuk menampilkan direktori saat ini) (21,

3. Download File via FTP

e Wireshark:

Dalam transfer file (download) dapat kita lihat di wireshark bahwa protokol yang
digunakan adalah FTP-Data. Agar tidak membingungkan byatlah filter “ftp-data”

pada wireshark.
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[Fal] ftp-imam.pcapng [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)] = =
File Edit View Go Capture Analyze Statistics Te\ephon! Tools Internals Help

SN BEXEE AersanTL QAR §EB % B

Filter: | ftp-data v | Expression.. Clear Apply Save
Ma. Time Source Destination Protocol Length Info

43 0.173365001592.168.31.1 192.168.31.2 FTP-DATA 366 FTP Data: 312 bytes

68 30.0399060192.168.31.1 192.168.31.2 FTP-DATA 357 FTP Data: 303 bytes
108 144.707663192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
109 144.707735192.168.31.1 192.168.31.2 FTP-DATA 120 FTP Data: 66 bytes
128 162.013894 192.168.31.1 192.168.31.2 FTP-DATA 282 FTP Data: 228 bytes
175 180.659201192.168.31.1 192.168.31.2 FTP-DATA 183 FTP Data: 129 bytes
194 180.721845192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
195 180.721908 192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
196 180.721956192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
197 180.722026192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
199 180.722919192.168.31.1 1592.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
200 180.723003192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
201 180.723081192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
202 180.723158192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
203 180.723235192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
204 180.723314192.168.31.1 1592.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
208 180.723844192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
209 180.723931192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
210 180.724007 192.168.31.1 192.168.31.2 FTP-DATA 1514 FTP Data: 1460 bytes
211 180 724087102 1ARR 21 1 102 1AR 11 2 ETD_NATA 1514 ETB hata- 140 hutas e

Frame 128: 282 bytes on wire (2256 bits), 282 bytes captured (2256 bits) on interface 0O
Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: Vmware_36:b9:01 (00:0c:29:36:b9:01)
Internet Protocol version 4, src: 192.168.31.1 (192.168.31.1), DsT: 192.168.31.2 (192.168.31.2)
Transmission Control Protocol, Src Port: 56656 (56656), Dst Port: wchat (1168), Seq: 1, Ack: 1, L
= FTP Data

[truncated] FTP Data: type=dir;modify=20130526133256; romi-elearning‘r'ntype=Ffile;modify=201303

0000 00 Oc 29 36 b9 01 00 50 56 cO 00 01 O8 00 45 00 )8 P V..... E
0010 01 Oc 2d eB 40 00 80 06 Oc b0 c0 a8 1f 01 c0 a8 e BaaL a e
0020 1f 02 dd 50 04 90 1c 6e a3 §e 83 30 d7 5b 50 18 LoWPoon L0l [P
0030 01 00 52 56 00 00 74 79 70 65 3d 64 69 72 3b 6d LGRVL LTy pesdirgm

0040 6f 64 69 66 79 3d 32 30 31 33 30 35 32 36 31 33 odify=20 13052613
0050 33 32 35 36 3b 20 72 6f 6d 69 2d 65 6¢C 65 61 72 3256; ro mi-elear
0060 6e& 69 6e 67 0d 0a 74 79 70 65 3d 66 69 6¢ 65 3b ning. .ty pe=file; v

@ M| File: "D:\polytechnic lecture\semester 6\Ma... | Packets: 4538 Displayed: 3... | Profile: Default

e FTP Log Server

Command: CWD /polytechnic lecture/arsip/IImuKomputer

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.
Command: PWD

Response: 257 "/polytechnic lecture/arsip/IimuKomputer" is current directory.
Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,80)

Command: MLSD

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: Directory listing successful

Status: Retrieving directory listing...

Command: CWD romi-elearning

Status: Connecting to 192.168.31.1:21...

Status: Connection established, waiting for welcome message...

Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Response: 220 Please visit http://sourceforge.net/projects/filezilla/
Command: USER imam

Response: 331 Password required for imam

Command: PASS ¥kt xok

Status: Connecting to 192.168.31.1:21...

Response: 230 Logged on

Status: Connected

Status: Starting download of /polytechnic lecture/arsip/IimuKomputer/romi-templateikc.zip
Command: CWD /polytechnic lecture/arsip/IImuKomputer

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlmuKomputer/romi-elearning" is current
directory.

Command: PWD

Status: Connection established, waiting for welcome message...

Response: 220-FileZilla Server version 0.9.41 beta

Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
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Response:

Command:

Response:

Command:

Response:

Command:

Response:

Command:

Response:

Command:

Response:

Command:

Response:

Command:

Response:
Status:
Response:
Response:
Status:

Command:

Status:
Status:

Command:

Response:

Command:

Response:

Command:

Response:
Response:

Command:

Response:

Command:

Response:
Response:
directory.

Command:

Response:

Command:

Status:

Response:
Response:
Command:

Status:
Command

Response:
Response:

directory.

Command:
Response:
Command:

Status:

Response:
Response:

Status:

Command:
Response:
Command:
Response:

directory.

Command:

Status:

Response:
Command:
Response:
Response:

Status:

Response:

Status:

220 Please visit http://sourceforge.net/projects/filezilla/

USER imam

257 "/polytechnic lecture/arsip/IImuKomputer/romi-elearning" is current directory.
PASV

250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.
TYPE A

200 Type set to A

PASV

331 Password required for imam

227 Entering Passive Mode (192,168,31,1,221,81)

MLSD

227 Entering Passive Mode (192,168,31,1,221,82)

RETR romi-templateikc.zip

230 Logged on

Connected

150 Connection accepted

226 Transfer OK

Starting download of /polytechnic lecture/arsip/IImuKomputer/romi-elearning.zip
CWD /polytechnic lecture/arsip/IImuKomputer

Directory listing successful

Retrieving directory listing...

CWD /polytechnic lecture/arsip/IImuKomputer

250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.
CWD romi-templateikc

250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer" is current directory.
TYPE A

150 Connection accepted

200 Type set to A

PASV

227 Entering Passive Mode (192,168,31,1,221,83)

RETR romi-elearning.zip

226 Transfer OK

250 CWD successful. "/polytechnic lecture/arsip/IImuKomputer/romi-templateikc" is current

PWD

257 "/polytechnic lecture/arsip/IimuKomputer/romi-templateikc" is current directory.

PASV

File transfer successful, transferred 45,456 bytes in 1 second

150 Connection accepted

227 Entering Passive Mode (192,168,31,1,221,84)

MLSD

Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-elearning/romi-elearning.odt

: CWD /polytechnic lecture/arsip/IlImuKomputer/romi-elearning

226 Transfer OK
250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-elearning" is current

PWD

257 "/polytechnic lecture/arsip/IImuKomputer/romi-elearning” is current directory.

PASV

File transfer successful, transferred 71,304 bytes in 1 second

150 Connection accepted

226 Transfer OK

Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-elearning/romi-elearning.doc
CWD /polytechnic lecture/arsip/IlImuKomputer/romi-elearning

227 Entering Passive Mode (192,168,31,1,221,85)

RETR romi-elearning.odt

250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-elearning" is current

PASV

Directory listing successful

227 Entering Passive Mode (192,168,31,1,221,86)

RETR romi-elearning.doc

150 Connection accepted

226 Transfer OK

File transfer successful, transferred 56,366 bytes in 1 second

150 Connection accepted

Starting download of /polytechnic lecture/arsip/IlmuKomputer/romi-templateikc/romi-

templateikc.odt
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Command: CWD /polytechnic lecture/arsip/IlmuKomputer/romi-templateikc

Response: 250 CWD successful. "/polytechnic lecture/arsip/IImuKomputer/romi-templateikc" is current
directory.

Command: PWD

Response: 226 Transfer OK

Response: 257 "/polytechnic lecture/arsip/IimuKomputer/romi-templateikc" is current directory.
Command: PASV

Status: File transfer successful, transferred 105,472 bytes in 1 second

Status: Starting download of /polytechnic lecture/arsip/IImuKomputer/romi-templateikc/romi-
templateikc.doc

Command: CWD /polytechnic lecture/arsip/IImuKomputer/romi-templateikc

Response: 227 Entering Passive Mode (192,168,31,1,221,87)

Command: RETR romi-templateikc.odt

Response: 250 CWD successful. "/polytechnic lecture/arsip/IlImuKomputer/romi-templateikc" is current
directory.

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,88)

Command: RETR romi-templateikc.doc

Response: 150 Connection accepted

Response: 150 Connection accepted

Response: 226 Transfer OK

Response: 226 Transfer OK

Status: File transfer successful, transferred 74,752 bytes in 1 second

Status: File transfer successful, transferred 41,119 bytes in 1 second

Status: Disconnected from server

Status: Disconnected from server

Dapat dilihat bahwa untuk melakukan download (mengunduh data dari server FTP
192.168.31.1 ke Client 192.168.31.2) kita harus mencari file tersebut dengan
mengexsplore direktori FTP dengan command FTP seperti yang sudah dijelaskan di
poin 2. Ternyata ketika download satu folder yang berisi banyak file didalamnya, akan
didownload satu-persatu. Seperti pada log maupun wireshark, pada folder
“ilmukomputer”, akan didownload satu per satu isi folder tersebut (romi-
templateikc.zip, romi-elearning.zip, romi-elearning.odt, romi-elearning.doc, romi-
templateikc.doc, romi-templateikc.odt). Karena proses secara detail dari download ini
sangat panjang sehingga tidak memungkinkan dibahas disini. Anda dapat memahami

alurnya dengan melihat log atau wireshark dengan referensi “pendahuluan” pada

artikel ini.
4. Upload File via FTP
e Wireshark:
Komunitas eLearning IImuKomputer.Com 19

Copyright © 2003-2013 lImuKomputer.Com



IImuKomﬁpu't’er..Com

7] ftp-imam.pcapng [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)] = =
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B W ee X228/ qes2anTa Qael $EMmx% 8

Filter: v | Expression... Clear Apply Save

e 1 1cr= I oL = R pestination B protocal ength Ifo e e e ane
658 356.436259192.168.31.2 192.168.31.1 94 Request: STOR Filezilla_3.6.0.

661 356.448190192.168.31.2 192.168.31.1 TCP 54 mc-client > 56670 [ACK] Segq=1
662 356.449064 192.168.31.1 192.168.31.2 FTP 79 Response: 150 Connection accef
663 356.451194 192,.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

664 356.451197192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

665 356.451815192.168.31.1 192.168.31.2 TCP 54 56670 > mc-client [ACK] Segq=1
666 356.453193192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

667 356.453196192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

668 356.453198192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

669 356.453629192.168.31.1 192.168.31.2 TCP 54 56670 > mc-client [ACK] Seq=1
670 356.457211192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

671 356.457212192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

672 356.457214192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes

673 356.457218192.168.31.2 192.168.31.1 FTP-DATA 1514 FTP Data: 1460 bytes v

# Frame 658: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface 0
# Ethernet II, Src: Vmware_36:b9:01 (00:0c:29:36:b9:01), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
# Internet Protocol version 4, Src: 192.168.31.2 (192.168.31.2), Dst: 192.168.31.1 (192.168.31.1)
# Transmission Control Protocol, Src Port: b2n (1179), pst pPort: ftp (21), Seq: 69, Ack: 330, Len: 40
= File Transfer Protocol (FTP)
= STOR Filezilla_3.6.0.2_win32-setup.exe\rin
Request command: STOR
Request arg: Filezilla_3.6.0.2_win32-setup.exe

0000 00 50 56 cO 00 01 00 Oc 29 36 b9 01 08 00 45 00 LPVL L )6....E.
0010 00 50 39 d2 40 00 80 06 01 82 c0 a8 1f 02 c0 a8 POLELLL L
0020 1f 01 04 9b 00 15 bf 74 ae 5a 02 a3 4d ce 50 18 ....... T .Z..M.P.
0030 f9 a7 2a 26 00 00 53 54 4f 52 20 46 69 6¢c 65 5a .. *&, .5T OR Filez
0040 69 6c 6c 61 5F 33 2e 36 2e 30 2e 32 5f 77 69 6e illa_3.6 .0.2_win
0050 33 32 2d 73 65 74 75 70 2e 65 78 65 0d Da 32-setup .exe..

@ M| File: "D:\polytechnic lecture\semester 6\Mo... | Packets: 4538 Displayed: 4338 Ma... | Profile: Default

e FTP Log Server

Status: Connected

Status: Starting upload of C:\Documents and Settings\Administrator\My
Documents\FileZilla_3.6.0.2_win32-setup.exe

Command: CWD /polytechnic lecture

Response: 250 CWD successful. "/polytechnic lecture" is current directory.
Command: TYPE A

Response: 200 Type set to A

Command: PASV

Response: 227 Entering Passive Mode (192,168,31,1,221,94)

Command: STOR FileZilla_3.6.0.2_win32-setup.exe

Response: 150 Connection accepted

Response: 226 Transfer OK

Status: File transfer successful, transferred 4,702,459 bytes in 1 second

Pada proses upload hampir sama dengan download yaitu transfer datanya memakai
protokol FTP-Data. Namun dapat dilihat bahwa upload (unggah) ini mentransfer data
dari client (192.168.31.2) ke server (192.168.31.1). Hal penting yang disoroti dari
upload ini adalah command STOR yang merupakan pesan request dari client ke server
yang berarti meminta server untuk menerima dan menyimpan data dari client (upload
Filezilla_3.6.0.2_win32-setup). Server akan membalas dengan response pesan kode
150 (status file oke, koneksi data akan dilakukan).
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5. Mengakhiri Transfer data

i ftp-imam.pcapng [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)] = =

File Edit View Go Capture Analyze Statistics Telephony Tools |Internals Help

Beoed PEXEE AernT L Qe #E#EMmx|l 8
Filter: v | Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info |

4394 357.373521192.168.31.1 192.168.31.2 71 Response: 226 Transfer oK

Frame 4394: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0
Ethernet II, Src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_36:b9:01 (00:0c:29:36:b0:01)
Internet Protocol Version 4, sSrc: 192.168.31.1 (192.168.31.1), Dst: 192.168.31.2 (192.168.31.2)
Transmission Control Protocol, src Port: ftp (21), Dst Port: b2n (1179), Seq: 465, Ack: 129, Len: 17
= File Transfer Protocol (FTP)
= 226 Transfer ok\rn
response code: Closing data connection (226)
Response arg: Transfer oK

6 b9 01 00 50 56 cO 00 O1 O8 00 45 00
0a 22 cO0 a8 1f 01 cO a8
4e 55 bf 74 ae 96 50 18

36 20 54 72 61 6e 73 66

@ M| Frame (frame), 71 bytes | Packets: 4338 Displayed: 164 Marke.., | Profile: Default

Ketika transfer data pada FTP telah berhasil dilakukan maka akan ditutup koneksinya
dengan pesan dari server (response) dengan kode 226 (berarti menutup koneksi data)

dengan respon argumen bahwa data telah ditransfer dengan baik.

File wireshark diatas dapat anda download pada link di bawah ini >

http://www.mediafire.com/download/uzo6nlka5gyssru/ftp-imam.rar
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