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Abstrak
Wireshark merupakan salah satu tools atau aplikasi “Network Analyzer” atau
Penganalisa Jaringan. Penganalisaan Kinerja Jaringan itu dapat melingkupi berbagai
hal, mulai dari proses menangkap paket-paket data atau informasi yang berlalu-lalang
dalam jaringan. Tampilan dari wireshark ini sendiri terbilang sangat bersahabat
dengan user karena menggunakan tampilan grafis atau GUI (Graphical User Interface).
Pada pembahasan kali ini, saya akan membahas fitur-fitur yang ada pada
dalam aplikasi wireshark. Dengan menjelaskan fitur-fitur tersebut, maka akan

mempermudah penggunaan dari aplikasi wireshark.
Katakunci : wireshark, fitur-fitur wireshark

Abstract
Wireshark is one of network analyzer application . analizing network computer
can included by many things. Start from capturing all packet data prosesing or
information passing in the network. Display in wireshark is very easy for user because

wireshark uses a grapical display or GUI (grapical User Interface).
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In this discussion | will talk about features in wireshark. Hopefully with this

explaination will make easier to using wireshark application.
Keyword : wireshark, features wireshark

Berikut merupakan fitur fitur yang ada pada wireshark
1. Pertama ketika kita ingin menjalankan wireshark, kita buka aplikasi wireshark,

lalu Klik pada capture, lalu options. Ini untuk mulai melakukan capture

reshark Network Analyzer [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)]

View Go Capture Analyze Statistics Telephonz Tools Internals Help

cryy > ® 72 EE

, Ctrl+K |

Ctrl+ i

Ctrl+E

@ Restart Sl 1ost Popular Network Protocol Analyzer
o Capture Filters... N Rev 43946 from /trunk-1.8)

. cpture

Interface List = Open

Open 2 previously captured f

@ & qes\ W

Live list of the capture interfaces
(counts incoming packets)
Open Recent:

Start
Choose one or more interfaces to capture from, then Start sample Capture

A rich zssortment of example

crosoft: \Device\NPF_{F1F3D264-8ADC-447C-B2FD-91516331FCDD}
heros L1C PCI-E Ethernet Controller: \Device\NPF_{6E70D52A-01B2-45D8-B18,

Lalu setelah itu akan muncul tampilan seperti dibawah ini
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It g2

Microsoft: \Device\NPF_{F1F3D2...

[V  tes0-34c6478722dc2d Ethernet
152168116
Atheros L1C PCI-E Ethernet Cont...

fe80-3de5 368 63886595 Ethernet

1921681101
Krosoﬁ. \Devu:e\NPF - {795F45...

Ethernet

i Wireshark: Capture Options E‘M
Capture-
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB] ! o

enabled default 1

m

enabled default 1

enabled

< 1

[”] Capture on all interfaces

[} Capture all in promiscuous mode
Capture File(s) - -

File:

[7] Use multiple files Use pcap-ng format

Next file every 1 megabyte(s)
Next file every 1 minute(s)
Ring buffer with |2 files
Stop capture after |1 ~ file(s)
; Stop Capture ...-
[7] .. after |1 = packet(s)
[T ... after 1 megabyte(s) j‘
[ ... after 1 minute(s) “E

(Display Options 9

Name Resolution ol

Manage Interfaces

Update list of packets in real time
Automatic scrolling in live capture

Hide capture info dialog

[¥] Enable MAC name resolution
[] Enable network name resolution

[V] Enable transport name resolution

[ st ][ gose |

Klik saja pada interface yang ingin kita capture. Misalnya atheros L1C , dan

pastikan sudah ada tanda centang pada capture all in promiscuous mode,

Hal

ini agar Wireshark dapat menangkap semua paket yang lewat kartu

jaringan (ethernet) sehingga didapatkan hasil yang menyeluruh.

[l 3interfaces [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)]

Setelah itu kita klik start, maka akan muncul gambar seperti di bawah ini

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals

B BEXE2E A+esdT LG

QD @#Mmx | &

~ | ﬁlrss [Colorize Packet List] S2ve

31 0. .
32 0.32151100192.

Filter:

No. Time Source Destination PW

B S Tl
22 0.06839200192.168.1.16 192.168.1.1 DNS
23 0.06997800192.168.1.16 192.168.1.1 DNS
24 0.11691200125.160.16.11 192.168.1.16 TCP
25 0.11702100192.168.1.16 125.160.16.11 TP
26 0.13790900125.160.16.11 192.168.1.16 TCP
27 0.13803800192.168.1.16 125.160.16.11 TCP
28 0. .255.255.255 UDP
29 55

. DNS 113 standard query response Oxc7ab A 192.0.78.10 A 192.0.78. 18
33 0.32278900192. . . 0. TCP 66 54452 > http [SYN] Seq=0 win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
34 0.32360700192.168.1.16 192.168.1.1 DNS 81 standard query Oxb67a A c.amazon-adsystem.com
35 0.35773900192.168.1.1 192.168.1.16 DNS 123 standard query response Oxcd78 CNAME cs82.wac.edgecastcdn.net A 68.232.44.111]
36 0.35833200192.168.1.1 192.168.1.16 DNS. 123 standard query response Ox83c2 CNAME cs82.wac.edgecastcdn.net A 68.232.44.111]
37 0.35910800192.168.1.16 68.232.44.111 TCP 66 54453 > http [SYN] Seq=0 H1n=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1

69 standard query 0xc698 A s1.wp.com
88 standard query Ox5faf A partner.googleadservices.com
66 http > 54427 [SYN, ACK] Seq=0 Ack=0 Win=14600 Len=0 MS5=1400 SACK_PERM=1 WS=32|
66 54427 > http [ACK] Seq=0 Ack=1 Win=16450 Len=0 SLE=0 SRE=1
66 http > 54428 [SYN, ACK] Seq=0 Ack=0 Win=14600 Len=0 MS5=1400 SACK_PERM=1 WS=32
66 54428 > http [ACK] Seq=0 Ack=1 win=16450 Len=0 SLE=0 SRE=1
170 source port: 56809 Destination port: 10019

170 Source port: 56810 Destination por nrvs-capacity

& Internet Protocol version 4, src:
@ Transmission Control Protocol, src Port: http (80), Dst Port:

@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0 i
@ Ethernet II, Src: Tp-LinkT_e3:82:b4 (64:70:02:e3:82:b4), Dst: HonHaiPr_Oc:8f:71 (08:ed:b9:0
66.155.11.238 (66.155.11.238), Dst: 192.168.1.16,(192.1 6)

54440 (54440), seq; 4 ‘Ack: 1, Len: 0

0000 08 ed b9 Oc 8f 71 64 70 02 e3 82 b4 08 00 45 00
0010 00 28 e2 46 40 00 31 06 57 48 42 9b Ob ee cO a8
0020 01 10 00 50 d4 a8 80 12 7d 4a be 2b 86 51 50 10
00 3d 88 83 00 00 d8 el 00 00 Oc f2

T D U [ oo S Oy o SR S

Berdasarkan gambar diatas, dapat dijelaskan bahwa fitur yang saya beri tanda

merah merupakan filter, digunakan untuk menampilkan paket data yang ini
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kita lihat saja, tanpa harus menampilkan semua paket. Lalu bagian yang saya

beri tanda ungu adalah panel packet list, digunakan untuk menampilkan

semua paket data yang di capture. Kemudian bagian yang saya beri tanda

warna kuning adalah panel paket data detail, digunakan untuk menampilkan

detail lengkap dari sebuah paket yang di pilih pada panel paket list. Dan yang

terakhir yang saya beri tanda warna hijau adalah panel paket view, digunakan
untuk menampilkan isi paket data dalam bentuk hex maupun bit.

3. Lalu setelah mengetahui fungsi dari panel-panel tersebut, kita akan mengetahui

bagaimana cara menghentikan proses capture dan bagaimana menyimpan

capture data tersebut.

BXRZE A+ F&IEE

Stop the running live capture]

Expression.
_Time __ source  __ WB\\Pestination Protocol
4 5.02172500192.168.1.1 192.168.1.16 TCP
5 5.07759500192.168.1.16 192.168.1.1 TCP
6 5.09952600192.168.1.1 192.168.1.16 TCP
7 5.12521800192.168.1.8 192.168.1. 255 NBNS
8 5.12539400192.168.1.1 192.168.1.16 HTTP /XN
9 5.12556200192.168.1.16 192.168.1.1 TCP
0 5.12742400192.168.1.16 192.168.1.1 TCP
1 5.18727500 fe80::34c6:478:f7a2ff02::1:3 LLMNR
2 5.18819200192.168.1.16 224.0.0.252 LLMNR
3 5.22650600192.168.1.1 192.168.1.16 TCP
4 5.22843200 LiteonTe_8e:96:e6 Broadcast ARP
5 5.24475900192.168.1.16 192.168.1.1 DNS
6 5.28782700 fe80::34c6:478:f7a2ff02::1:3 LLMNR
7 5.28811000192.168.1.16 224.0.0.252 LLMNR
8 5.29756200192.168.1.16 192.168.1.1 TCP
9 5.37183100192.168.1.16 192.168.1.1 DNS

ne 1: 346 bytes on wire (2768 bits), 346 bytes captured (2
arnet II, Src: HonHaiPr_O0c:8f:71 (08:ed:b9:0c:8f:71), Dst:

mmmat Rmatmmal tfmmed - a Feme A A AN A NN NN n~+. NCC

Dapat dilihat dari gambar di atas jika kita ingin menghentikan proses capture,
hanya klik pada icon yang di beri tanda warna merah tersebut. Lalu bagaimana

jika kita ingin menyimpan capture paket data tersebut.
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aesaF L [EEQaan
: ”qul‘PrefW:J‘)pLﬂf U‘-kppﬁ/ Save

QUICE .o Destination_.__ Frotocol _Length Info_________
92.168.1.16 192.168.1.1 DNS 82 standard que
92.168.1.16 192.168.1.1 DNS 75 standard que
92.168.1.16 192.168.1.1 DNS 76 standard que
.92.168.1.23 192.168.1.16 TCP 54 52665 > ics’
‘e80::1939:d7ec:7cdff02::1:3 LLMNR 86 standard que
92.168.1.21 224.0.0.252 LLMNR 66 standard que

Klik pada icon save this capture file, setelah itu kita pilih lokasi penyimpanan,

lalu save. Maka capture paket data tersebut telah tersimpan.

i 3 interfaces [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)]

- Wireshark: Save file as. g
L L S
Savein: |, fitur2 wireshark - @@ QB8 »_g_ Mm% 8
t !
5 W
Recent Places S = andard query Oxi3cb A id-
2 ' fandard query Ox14a6 A mts
- = tandard query 0x52e6 A khm
665 > icslap [ACK] Seq=193
Deskiop Originals andard query 0xf59f A isa
e andard query 0xf59f A isa
m-::J me query NB ACWWIVAS<00>
libianes me query NB SFHBTNY<00>
mbership Report group 224.
E‘L‘ me query NB ISATAP<00>
o andard query 0xf59f A isa
Computer andard query 0xf59f A isa
- me query NB WPAD<00>
(& me query NB WPAD<0O>
File name: percobaan0]| v Save me query NB WPAD<00>
Network me query NB GMDMQQAAQD<00>
Saveastye: [Wireshark -peapng (*peapng;”papng gzi it v | [ concel | :
) on interface 0
st (Ff:ff:ff:ff:FF:FF)
.255 (255.255.255.255)
G USer Datagram Protocol, Src Port: bootpc , DSt Port: bootps

# Bootstrap Protocol

4. Wireshark juga bisa untuk import dan eksport data yang mendukung.

Untuk mengimport data kita bisa klik file, lalu import
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1l dena

- *4 interfaces [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= Open.. a0l ¢ DT LIEBER Q
Open Recent f=———————
B Expression... Cle
Destination Protocol Lengt
Ctrl+W
89.207.18.129 HTTP |
& Save Ctrl+S | 255.255.255.255 UDP o 5
@ SaveAs.. ShiftsCtri+s [DER3SEARER3T- 2N HDE 5
255.255.255. 255 upP 1]
File Set > ‘255 255.255.255 ubP 1i
1 11255.255.255.255  UDP 1
Export Specified Packets... \(\,\\\ 255.255.255.255  UDP 1
Export Packet Dlssecgops \k‘\\ \ Y
ExportSelectedPacl‘dQﬁs Ctr+H | 255.255.255.255 UbP 1
Export SSL Sess:on Keys... 192.168.1.16 TCP {
Exoort Obiects ’ 255.255.255.255 UDP 3k
port Loy 31.13.67.7 SsL !
é Print... Ctrl+P 192.168.1.16 TCP t
= 255.255.255. 255 uDP 1;
& Quit Cliieq e = ]
Frame 12: 170 bytes on wire (1360 bits), 170 bytes captured (136C
Ethernet II, Src: HonHaiPr_0c:8f:71 (08:ed:b9:0c:8f:71), Dst: Brc
Internet Protocol Version 4, Src: 192.168.1.16 (192.168.1.16), Ds
User Datagram Protocol, Src Port: 51715 (51715), DSt Port: mvs-ca
pata (128 bytes)

Lalu akan muncul tampilan seperti di bawah ini

LUIL  VISW WU LOPLUIT  AIGIYLS  SLGUSULS

rEIspvny

AUUIs  nnings

L

RN EEXRE A¢esnTL(EE Qaal #BBW % B

‘ [le ian__Clear Apply Save

e [l Wireshark: Import from Text th Info

L AL A —
85 11.1] |[Input 55 Continuation or non-HTTP tra
86 11.2 |/ Filename: 1idiq\wirshark\fitull wirshark\percobaanol.pcapng‘ [_B_rowse...] 55 continuation Data N
87 11.4 ! 86 standard query 0x7621 A isa
88 11. 4 © Hexadecimal 66 standard query 0x7621 A isa
89114 | ofpeets: © Octal A\l ‘http > 49775 [ACK] Seq=1 Ack:
90 11. 4| = 3 o8 \/\,\.\\“ LT 60 https > 49510 [ACK] Seg=1 Acl
01 11.4 © Decimal L 170 Source port: 51730 Destinat
92 11. 5 : ’ 86 standard query 0x7621 A isa
93 11.5 || [C] Date/Time Format:| \ 66 Standard query 0x7621 A isa
94 11.5 ll = 92 Name query NB ISATAP<00>
O5EEEs P! x 170 Source port: 51731 Destinat
96 11. 7| | Encapsulation type: |Ethernet EI 46 Membership Report group 239..
97 12.2 D ot 55 Continuation or non-HTTP tra
98 12.4 LR 2EREEE 170 Source port: 51732 Destinat
9912.5||| @ Ethemet Ethertype (hex)] 66 http > 49754 [ACK] Seg=1 Ack:
.00 12.5 = 66 https > 49888 [ACK] Seq=1 Acl
ame 88: i Eotocd) (dec):{i ts) on interface 0
hernet UDP Source port; Pvdmcast_00:00:fc (01:00:5e:00:0(
ternet ‘ ks 224.0.0.252 (224.0.0.252)
er Dpatal TCP Destination port; (5355)
L SCTP Tag]

SCTP (DATA) PPL|
Max. frame length: 1 ‘
o J[ one

"~ 01 00 5e 00 00 fc 80 9b 20 40 12 38 08 00 45 00 ..A..... @.8..E.

00 34 2e e7 00 00 01 11 e8 25 cO a8 01 08 e0 00 S 0000 RO

00 fc ca 61 14 eb 00 20 a9 63 76 21 00 00 00 O1 e SOV

00 00 00 00 00 00 06 69 73 61 74 61 70 00 00 01 ....... i satap

00 01

Setelah memilih file yang ingin di import kita klik ok
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Lalu setelah mengetahui bagaimana mengimport data pada wireshark, kita juga
harus mengetahui bagaimana mengeksport data wireshark, dengan cara klik

jika pada file lalu eksport

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

& Open. won ¢ ooT L ER QaQAl DB % B
Open Recent 4
Merge... E| Expression... Clear Apply Save
Import... Destmatlon Protocol Length Info e
# Close Ct+W | 173.194.126. 56 HTTP 55 Continuation or non-HTTP traffic
184.31.42.239 SSL 55 Continuation Data
& save Ctr+S wfF02::1:3 LLMNR 86 standard query 0x7621 A isatap
Save As... Sihicie i 224.0.0.252 LLMNR 66 Standard query O0x7621 A isatap
» 1192.168.1.16 TCP 66 http > 49775 [ACK] Seg=1 Ack=2 wWin=670 L
File Set * 1 192.168.1.16 TCP 60 https > 49510 [ACK] Seq=1 Ack=2 Win=77 Li
Export Specified Packes... LZEE_%?? 255.255 ubpP 170 source port: 51730 Desti?ation port: 10!
Export Packet Dissections | as"Plain Text" file.. FOXEGITATI Satap
2 ! 0x7621 A isatap
Export Selected Packet Bytes... Ctrl+H as "PostScript” file... ISATAP<00>
Export SSL Session Keys... as "CSV" (Comma Separated Values packet summary) file... ;1731 Destination port: mv:
Export Objects » as "C Arrays" (packet bytes) file... jort group 239.255.255.253
— ir non-HTTP traffic
& Print... Ctrl+P as XML - "PSML" (packet summary) file... 11732 Destination port: 10/
. as XML - "PDML" (packet details) file... /ACK] seq=1 Ack=2 win=661 L
4 Quit Crl+Q [ ygy 168.1.16  TCP b6 https > 49888 [ACK] Seq—l Ack=2 win=564 |

# Frame 88: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0 )

Ethernet II, Src: IntelCor_40:12:38 (80:9b:20:40:12:38), Dst: IPv4mcast_00:00:fc (01% Qo 5e:00: 00 fc)
i Internet Protoco1 Vversion 4, src: 192.168.1.8 (192.168.1.8), Dst: 224.0.0:252 (224 10.0.252)
# User Datagram Protocol, Src Port: 51809 (51809), Dst Port: 1lmnr (5355)

# Link-Tocal Multicast Name Resolution (query)

)000 01 00 5e 00 00 fc 80 9b 20 40 12 38 08 00 45 00
)J010 00 34 2e e7 00 00 01 11 e8 25 cO a8 01 08 e0 00
)020 00 fc ca 61 14 eb 00 20 a9 63 76 21 00 00 00 01

Demikian beberapa fitur wireshark yang dapat saya jelaskan. Semoga

bermanfaat, selamat mencoba ©
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